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has had a spotty success record. This theis investi 
the role of the user-management team in the development 
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must face. The study recommends that the user 1S The iiS 
dividual with ultimate responsibility for the dévelopmene 
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A. GENERAL COMMENTS 

Mme technology or computers has continued to evolve 
ces the first commercial machines were built a mere 
Mty five years ago. This evolution has contributed to 
mee Standard of living enjoyed in America today. Without 
computer technology it is unlikely we would have direct 
Gal telephones, credit cards, our modern check-clearing 
System, fuel consumption monitors in our automobiles, or 
mch of modern medicine. 

Yet for all the good that has come from the computer 
it has been a mixed blessing. The machine that was to 
Ie ene Office of much of its drudgery has too often 
become the master instead of the servant. Many of the 
promises of automation have not been forthcoming, or have 
Mapa tally filled leaving much frustration both for 


employee and the manager. 


Peo LUDY OBJECTIVES 


Moe paper provides a guide for the non-data-processing 


manager for successfully obtaining a modern computer system. 


The approach used is based on the experiences of the author 


and others in obtaining an information system (computer, 


software, and operating procedures). Success is defined by 


how well the system meets the needs of the organization same 
how little the organization is disturbed in the process om 
implementing it. The goal “of the papereis to expla ii ee 

the functional manager (a non-data-processing professional) 
what some of the trials and dangers are in the process of 
developing information systems. The technology of computers 
is well understood. The problems in implementing a new 
system are rather distrust and fear of computers, and of the 
dislocation of the social system of an organization t Aan 

the new system could cause. 

The process of obtaining a system is reviewed from the 
inception of the idea for automation to the successtulfo mena 
tion of the new system. While the study will review general 
procedures, the reader's attention will also be drawn to 
those special activities peculiar to the Federal covermmeme 
and the U.S. Navy. The assumption of this paper 7s) tiae 


the user-manager 1S not a data processing professionam 


C2 RESEARCH METHODOLOGY 

The sources of data for this rTreporesadre 2. 1iterarune 
search, user experience, the author's experience as both a 
user and manager of data-processing , and wimrerviews 71m 


data processing professionals. 


De RESEARCH QUEST TONS 
The primary research question 1s wwiat eunda e 


offered to assist a functional manager in developing fics, 


wO 


successful computer systems? The subsidiary research ques- 


tions are: 


b- 


lz 


10. 


Ll. 


What work must be done to prepare an automated 
em 


What key decisions must a manager make to ensure 
súūccessful development of an automated system? 


What management guidance is available to the program 
manager? 


Nito mister tomes mouda be given to the peculiar 
environment of the office in successful system 

design? 

What 1s the human impact of the system being developed? 


Niateare the sociological impacts of automation? 


How can the new system be successfully integrated into 
the office environment? 


What are the key steps in the implementation of the 
new system? 


Mere the mspeetaimsecurity concerns Of automated 
Systems? 


Donev cie new system pe kept current? 


What form should the system's support take? 


THESIS ORGANIZATION 


Miepuet wiedetinesweiesaduULnor Seobjectives and methodology. 


Chapters II through XI address each of the subsidiary research 


questions in the order presented. Chapter XII presents con- 


Glusi1ons and recommendations. 


LI 


Tl. ANALYZING THET TPROSER 


A. METHODS OF ANALYSIS 

The start of any automation project should Centro 
all plans for automation on hold! Before any automation 
attempt is started there needs to be a thorough review 
to be sure that automation will help solve the problem, 
not just automate the problem. Technology should not be 
used as a cover-up for defects in the existing system apm 
rather as a device to move the organization toward better 
information management [Ref. 1]. 

The first question should be, "Are the current proceda 
ures and organization fundamentally valid AE Econ 
question is, "Can automation be expected tomase Sel 
improvement to the current operation" e 
questions can be answered with yes then either the problem 
is not well understood or the current method should be ime 
proved before being automated. 

Tools to aid the manager in answering these questins 
have been summarized by Chapanis [Ref. 2] into two categommeós 
work measurement and job. analysis. Work measurement or work 
study methods come from a variety of. academic schools 0% 
training, from sociology to industrial engineerine. These 
approaches are generally used to solve problems Ot pays ww 


layout, predict the impact of process changes, On adentiua, 


eZ 


unecessary procedures. Work measurement includes three 
techniques. 
The category of work measurement includes three tech- 
Mates low Charlineg 1S a technique in this category. 
ims method may be used to plot the movement of men or 
material and the communication links or time for each 
peep. Flow charting works well in the study of forms process- 
ISO res pondence and report preparation procedures. 
feerational analysis, is used to identify and summarize the 
Components of a work activity. This method is used at a 
Mach finer level of detail and is useful for studies like 
Mei irocedures to support an operation. In this category 
Me use ot time and motion studies to determine standards 
IO cas tor processing time, for streamlining processes or 
metering required for various parts of a procedure. Based 
eaea hor S experience, this is not of value in studying 
Mires operations of an Organization engaged in office activities. 
Job, or process, analysis is the term used to describe 
several of the approaches that use diagrams or representa- 
Bons tO portray the sequence of the current operation. Job 
asas places emphasis on determining what duties are 
associated with the job. Techniques include questionnaires, 
MiieenrvyiewsS, diaries, observation and activity sampling. 
Questionnaires allow larger sample sizes and take less 
Hime than interviews. However, a properly designed question- 


Oee Gan De time-consuming and difficult to construct. 


E3 


Interviews allow the study team to be flexible and to 
follow up on clues obtained 1n interviews to gain greaten 
understanding of critical aspects of the job. A variatie 
on this approach, theteritical incre: i mc ieee 
tempts to identify those elements Gf a job) that Te 
certain activities from the employee. 

Diaries attempt to develop a chronological portrayal 
of a job over a sampling period. Periods range femme. 
crete time intervals, where every n minutes the employee 
records exactly what he is doing at that instant, to aie 
of all activity completed during a specified period of 
time. Observation may be in the form of an "insider" ob- 
server who becomes part of the work or group or an "outsider 
who observes from a distance. Both attempt tovidentum, 
what work is being done by the group and how it is being 
done. The results will depend greatly on the astutenes 
the observer. The insider approach captures more of the 
subjective elements of an organization than does the out 
sider approach and can record events yielding more accurate 
data. 

A straightforward approach borrowed from product on 
management theory, which the author has found to be effec mendoi 
is to draw a simple chart of the organization and a similar 
diagram of the physical location of the members of the organ- 


ization. Several copies are reproduced teach sa 
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measceeonc ror cach process to be reviewed. Then trace the 
flow of data through the locations of the employees and 
ironia tne structure of the organization. If forms are 
used, one pair of charts is then used for each form. Loops 
Ie process, time delays, and other anomalies are also 
Momed on the charts. Most discontinuities in the process 
NAM be visible from the pair of charts. The next step is 
teve lop alternative solutions to the problems uncovered. 
These can be shown on copies of the charts that indicate 
Mier problems. The alternatives should be discussed with 
the work force and supervisors to determine the reason for 
the current process and to develop better processes if 
possible. 

eE an rom these traditional approaches, Blumenthal 
Mer. 5} admonishes that past efforts have tended to be 
Mmeeiarrow in scope, consider insufficient alternatives 
or take too narrow a view of the organization. He suggests 
that a larger segment of the organization be pve ed to 
mee total structure of the problem and not just the 
area where the symptom is showing. If a department requests 
Wresstudy 1t w11l1l normally only be a departmental-size 
Ad anereas the payott mient be 1n a change in another 
Mepartment-tiet would benefit both. In addition, Blumenthal 
warns against developing a mental sét that says everything 


meet be done centrally. 


I3 


Green [Ref.4] describes the office aswa commuted aaa 
hub with a wide spectrum of activity, a diversity or pen pu 
skills, and functions and social orders. 

1. The analyst should check for unnecessary steps ane 
bottlenecks to be eliminated by answering the 
Guest rons: 
a. What are the individual activities in the ota 
b. What are the activities perro 
c. Who are the users of the acti MEIGS 
d. What is the frequency or volume of Gach acti aie 
2. For any averages developed, a central weighting mr miSa 
needs to be carefully employed. At least a high-low 


and a normal estimate must be developed 


3. How much work can be done and, for a given amount op 
work, how much staff is needed? 


4. In this process the analyst must carefully den) 
the real problems and seek a solution to them ian. 
analyst must ask some questions that can and often do 
reveal the cause of problems: 2 
a. Is there dn error in view me 


b. Are the manual work flows or methods ineffIicie nmi 


c. Is the work force ampreperl ea: 
d. Is there a lack of contiol o EO n a Ses 
e. Is management inadequate or is the support system 


poorly des teed: 

Whichever of these methods is chosen, the objective is 
to define what is going on in the organization and offices 
define what should go on in the office, and establish via» 
corrective action could or should Dew taken Me NOS 


is made to use automation, then the goals of the automation 
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should be defined. An open-minded review is an absolute 
mecessity. 

Micomentmomdialvets has been carefully completed, the 
meamaecer must determine whether the problem is only amenable 
to an ADP (automated data processing) solution or whether 
Mame solutions Or alternatives should be pursued first. 
Ste organization is doing everything as effectively and 
Seerpetentiy as it can, then the answer may well be automa- 
mom. but, if the analysis found problems in current pro- 
memures Or Organiztion, these problems must be corrected 
before any automation is attempted. Only after all the 
existing problems that can be rectified without automation 
have been addressed should consideration be given to 


automation. 


B. INFORMATION ENGINEERING 

Ihe second phase of an automation project is to define 
Meded Improvements in specific, quantified terms. For 
Ao tortunate manager who is placed in the position of 
being required to automate for reasons other than any 
Neo roblem, this second phase will be his initial phase, 
Since there is no alternative available to him. Before 
Piemadesired IntOrmation System can be designed, a thorough 
understanding of the problem is necessary ie cee Solution 
as tine tanda beneficial. To accomplish this, the 


om zation must Know 1ts primary purpose. There needs 
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to be a clear, simple statement of why the Organization 
exists and will exist in the future. This statement may 

be called a corporate plan, a mission statement, a strat THiS 
plan, or any other name, but it must document the purpose 
and direction of the vomeammzation. 

One of several excellent methodologies to accomplish 
this important part is provided by Martin and Finklestein 
(Ref. 5]. They believe that the heart of the issue is 
the data that will remain stable while the organizational 
structures and procedures change. The informatione T E 
organization is for them one of its basic resources. They 
emphasize that as a business grows in sizé aedityv sioner 
labor becomes necessary. From this division ot labores 
a work force that does not know all of the componente skom 
the organization. This results in the need to communicate 
and in the natural growth of record keeping. As time eoes 
by, these records diverge in content and meaning, creatina 
problems for management and often leading, today to a call 
for a data processing department to fix the problem. ~ Iie 
result is often simply faster problems with no solution 
Thus, they believe that, to solve the problem. there mue 
first be an understanding of the organization's purpose aim 
what data is used to create the information needed to 
operate: j 
The recommended process is called inlormation ana SiE 


After the organization's purpose has been defined, the 
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PCqumG~ements tor each functional area are developed. The 
@p@eratiOnal decisions, managerial decisions, policy de- 
e and external reporting requirements are then 
Meemtitied. This analysis has as its goal to find all the 
various uses of the organization's data and to harmonize 
these uses for the whole organization, including future 
Pieomiacntitied from the long-range plan that was the start- 
miompoint Of the study. Their approach identifies what 
intormation is needed, who uses it, for what purpose, why, 
Aenor receives the results. There is no need in their 
mind to spend large amounts of time and resources looking 
Ame rrent filing procedures. 

akn Of analysis requires a new concept of who 
the analysts should be. The user of the information, the 
manager, operator, and the business analyst staff are the 
people who know what the purpose and plans of the organiza- 
muomeare..) ihe problem cannot be turned over to a data 
Mo cessing department with the expectation that they will 
understand the business well enough to derive the solution. 
Pattasprocessing's role in this process should be to facilitate, 
Support, and learn about the organization, but the analysis 
moncone by the manager, operator, and business analyst staff 


Sra team. 


C. SUMMARY 
Whatever analysis method is chosen, there are basic goals 


that must be accomplished before any planning or solution 


ES 


can be developed, let alone any actual work by a data 
processing department. Personnel outside he adain 
processing department must be involved mine e aee 

If they are left out, there is a very high risk that daa 
critical to the success Of the Iniormito nms Cea 

be missed and acceptance and use of the ultimate sysSstemmr ama] 
be hampered. | 

During the analysis stage, one of the most cnica 
pieces of information which is often overlooked until 
becomes an expensive problem is how the exceptions to the 
routine procedures are to be handled |[Ref. 6: p. 7/ mi: 
must be determined what, if any, range or limits are to 
be placed on the data and how these exceptions are to be 
handled. 

Once the analysis has been completed, serious tomar 
must be given to the alternatives identified. Management 
must ask itself if any solution is really necessary MS 
the answer is yes, then the second question 1s. "Canas 
be solved by making changes to the current organization or 
procedures?" If the answer is no, then the datda proce TERS 
alternatives must be examined in terms of their costs versus 
their related benefits, and the time necessary to accompa 
them. After completion of the review again the question 


Should be asked, “Is 1t necessary omo ee een 
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the answer is still yes, then management must be prepared 
to commit time, money, and the best members of the organiza- 


mon to help implement the solution. 


2l 


Vi PE eto ou ES 


A. PLANNING 

A project manager will require two plans for an in- 
formation system: a resource plan and a plan for the sys- 
tem design. The resource plan identit1es the amount sem 
time, the cost, and the people needed to complete the new 
system. The system design plan contains actual systems 
requirements and includes any partial solutions (subs mome 
that can be quickly implemented) that will have immediate 
payoff. The system design includes a plan for building 
the new system and converting from the existing system to 
the new system. It contains answers to the following 


questions RE ap eecee 


1. Should the development be done all at once or in 
phases: 

2. Should some portions of any existing system be Uce rii 

3. Is direct terminal access to the system neceso iim 


"on-line" access or can batch processing beca 
4. Should there be one computer or several small computen 
>. Should there be one set of managers or several Semen 
6. What computer language(s) should be used? 


7. What types of quantitative tools need to be provided 
with the system? [Ret. Sc pment 


8. Which features are mandatory and which are merely 
desirable? 


Le 


Moa o answering those questions, the system design 
Mmeonmedetines the Capabilities of the system in specific 
Mmerms [Ref. 32 p. 3). 

There are a number of pitfalls that need to be avoided 
in planning the new system. (1) Set the target times honestly; 
Ao Detterito take more time and build the system right 
Manto try to meet an artificially early completion date 
Meer. nl]. It during the process of developing the system 
it becomes apparent that there was insufficient time pro- 
vided, be willing to change and admit the need to change. 
meme net try to be first with new technology unless you 
Mame the experts to implement it. Instead take a wait-and- 
see attitude toward new ideas, and use proven approaches. 
eam pend sufficient time, effort, and money to do a good 
Job on the plan. (4) Expect costs to be higher than would 
Mepear necessary, both development costs and operating 
Masts. Any ADP system by definition involves expensive 
miebhinery. (5) Take the time to do a cost analysis and 
eee lopa cost Justification. If the benefits do not out- 
weigh the costs, there is no purpose in building the 
system. 

Defining the amount of computer support required is a 
Nica ll task that should be performed by the ADP staff. 
itemone concern that the manager must address is the amount 
meade tyeelat the computer has. It has been proven that, 


MeeecotMmere 1s reserved, unused capacity, the system will 
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be more costly to develop, operate, Jana Maintain than 
necessary. A rule of thumb is that above "US tot” capaci) 
there will be an exponential increase in cost, and above 
50% there will be some increase in cost [Ref. 9]. Expect 
to see interference from unplanned sources that will 
detract from the resources that are provided tor the Aa 
You're getting the best people in the organization, if the 
organization is Stronly Committed to the pro) ceutn ee 
fore, expect that some of these people will be requiro EEH: 
respond to emergenices at times in the part of the orcum 
tion that they came from. loe nese 

Do not use new, special software provided by ven THis 
without expecting trouble. New software always means extra 


trouble. 


B.. POPE 

People are the most important part of your ADP system 
Without people willing to use the A willing to. cree 
the system, and willing to A advantages of the 
system, even the best system design will not provide the 
payoff that the organization is expecting mbe people 
in the organization must be involved in e 
development, and the implementation of the system. They 
have the knowledge needed by the designers of the system. 
Involving these people will ensure that the system meets 
the needs of the user and that the user thinks eis hie 


system once it is built. 
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In the user's eyes, the system must be a practical tool 
Mae ne Can use to benefit himself and the organization. 
The dialogue between the user and e system must be designed 
Pemcmcolmarpe, not discourage, the user [Ref. 10]. If the 
Sistem requires memorization of a lot of difficult codes, 
Mo matter how well designed, it will not be used. People 
do not remember the kind of codes that data processing likes 
Memput into their systems. Place the difficulty on the 


feeeener and the developer and not on the user. 


RESTONSE TIME REACTIONS 
NEEDED FOR CONTROL FUNCTIONS 
NECESSARY IF MEMORY REQUIRED 


MAY INHIBIT CONCENTRATICN 


TOO TONG FOR 
AFECTIVA 


a 


SHEAR 
PRUSTRAPIO’N 





; E Ho. 4 5 
TIHE IN SECUNDS 


ioun Response Time 
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There must be sufficient speed in the System s respon, 
rate to prevent the user's mind from wondering. Normally 
this is in the 2-3 second rage (see Figure 1). Even if 
the system is capable ofa 2-5 Seconds pose oe 
average, if some of the responses take 10, 13, or 20 Seeamer 
the system is not properly designed, not responsive tome. 
user [Ref. 10: p. 322]. The standard deviation of themes 
sponse rate is the critical figure, not the meamea 
rate. 

Prompts that correct the user's mistakes should iD SEIE 
signed to be helpful, not intimidating [Ref. 11: pr DIF 
In designing screen formats, it should be remembered that 
the human eye and mind are capable of absorbing vontyea 
limited amount of data at ome time. Just as the telepiem. 
company limits the number of digits in a telephone Tumpen 
to what can be remembered, designers and developers of 
computer systems should remember that there are a limited 
number of facts that can be absorbed at one time. There 


fore, screens should have a limited amount of data in them. 


C  TECHNe LOGY 

Technology is affecting us rapidly. New ideas are Gone 
ing out of the laboratory at a faster rate and being im- 
plemented throughout this societies cen Cena 
was true a decade or two ago |Ref. 12) 2° @rurthermone. stm 


rate of change caused by mew rtechnoloc, sn, aceelcm team 
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Pe apid irate or Change must be taken into consideration 
by the designer. A trade-off must be made between taking 
a mew piece of technology before it is ready to use or 
waiting until it is too late and designing a system that 


MATE of date by the time it is implemented. 


D. ORGANIZATION AND MANAGEMENT BENEFITS 

heen any good information system there will be a: tendency 
Eae decision making in the organization to migrate up- 
ward. Supervisors within a well-designed system can expect 
to have more control over their operations as a result of 
Miles. employees Can expect to be better able to 
mapore the complex problems of their organization. However, 
Mei only occur if the system is designed to keep the 
Meine organiztion and 1ts people in balance. There are 
After rnatives 1n any information system design. It can be 
designed so as to humanize organization or to dehumanize 
mee it it is designed tohum e the organization, the 
employees AS Up ponte sistem. _1£ 1t 1s denumanizing, 
Mmedetlon can range from dissatisfaction and frustration 


to sabotage. 


Ee USER 

Many modern systems can be designed so that the simple 
questions that arise in an organization can be developed 
Mamenceindpyidual user into computer queries. Modern data 


base management systems have this query capability included. 
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It eliminates the need to have a computer programmer in- 
volved every time a new report is required of the computer. 
In developing the design of the system, a statement 
of needs and requirements is the first please in ete dame 
processing effort, During this phase mene User sms ume 
asked the old basic five questions: who, what, when, where, 
and why. This is a critical issue that must be addtescaed 
early in the design phase. The further into the process 
of design and development before the questions are under- 
stood and built into the design, the more costly it wma 
be to include the solution tortie cr eo ueo Bence 

The crux of the problem is that the are or Compucem 
programming is technically complex and syntactic iP men 
fusing to a layman [Ret. 13: p. 1). Moreover these pens 
tional world of the user is equally complex and confusimig 
to the computer technician. Theretore ite sve ities a 
often doesn't understand the problem properly and the user 
never gets what he needs and wants. This results in con- 
fusion, frustration, delays, excess costs, and computers 
dictating policy, all because we are unwilling tempera 
the additional time and money to redo an important design 


[Reta JLS: ps Ae 


PS AMEN : 
If you plan to purchase software from an outside source, 


there are several things to remember: 
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1. Be sure your vendor is reliable and find out how stable 
his organization is and whether he is likely to be 
there when you have problems. 

eee Levees) SOttware package in use by another user at 
He usenis location. Be sure that this user under- 
stands and can use the software. 

3. Require the vendor to place the software code in escrow 
ea hane should happen to him, the soft- 
code becomes your property instead of his property. 
¡Mer o neonne nue to exist even if the vendor 
Gees: tx 

4. In purchasing software, define ahead of time who will 
lo ane eS Sary modifications to it and what kind 
PES POS estamento expect, In looking at any com- 
oee aa oi tvare package, also keep in mind that, if 
it takes more than two days for the typical user to 
iecanimenesDbastesS OF the System, it is probably too 
Senplredtedeand should De avoided. 

Management should be involved in the decision whether 
Mempurchase or write software and stand by its decision. 
ehe decision is to create programs within the organiza- 
tron, remember that you are building a one-of-a-kind product 
meee 14:p. 9). You cannot expect to proceed in the fashion 
wenen Detroit or Tokyo assembles automobiles[Ref. 14]. 

Ihe user cannot easily state his requirements in the language 
Pere Computer specialists, and the computer Specialists 
Eeen be able to restate perfectly the user's requirements 
as he understands them in the language and the terminology 

of the user. Therefore there is inevitably a language bar- 
Mie to overcome in the design of the system. There must 

be a continual effort to be sure that the ADP people involved 


men des ie realize that the system is for the user's 


Anos es tando tr tor their glorification as technologists. 
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When asked to define their needs, managers often re- 
quest everything. Serious questioning Gam Ggetermunice) Ue 
what nie Onan they really need. For example, a depart- 
ment manager does not normally need access to raw datan 
other departments [Ref. 15]. Information is tne under ame 
strength of all forms of corporate power. “Yet, an Ovoiis 
load of trivia vis wees rs, both: to the manager's time an uo 
the organization. The productivity of the information process 
must be measured in terms of its contribution to the corpora- 


tion; not in terms ofits volume. 


G. SUMMARY 


ll, “mo types oia NE E SE 
a. Planning tre deve Top mente Ue 
b Planning the new system. 
2. - The computer must have excess Capacity: 
3. People from the usér organization must be inyvolyeca 


in the effort. 
4. Design the system for user's ease not the developers | 


35. The formats of data on the terminal should be kept 
simple, 


6. Users at different levels of the organization have 
different information needs. 
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IV. MANAGEMENT OF THE DEVELOPMENT PROCESS 


A. GENERAL COMMENTS 

Penetary to many ‘horror stories" of new system design, 
a data processing organization, is not fraudulent by design. 
estress in that statement, however, should be placed on 
imeemparase, “by design," because in terms of total cost and 
delivered product, data processing frequently fails to measure 
MECO” ts promises. There are two causes, neither of which 
memmerely the fault of the data processing organization. 
meet, the technology employed is still in its infancy, little 
Es potential is known; and few of its problems are under- 
Aaa. Second, the user is often the perpetrator of his own 
meme, Cither by ommission or commission. He may omit seeming- 
imeermconsequential details that are in fact critical, such as 
INTO process Certain data when it exceeds the normal range. 
Or the manager may fail to assign adequate talent to support 
the data processing team. Also, management may error in mak- 
Me decisions that are not their responsibility or not make 
eons that are their responsibility. 

A methodology has been developed that helps alleviate 
mimes tiiese problems. The traditional design approach 
we o develop independent systems for each of the various 
w tions Of an Organization. The A a rsonship between 


these functions and the data they used was generally ignored, 
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on the assumption that, if the independent units worked morsi 
the total system would work well. This resulted in many 
problems. It was difficult to obtain all the intormmarren 

needed from the computer, because there was no way to assemble 
information from the different systems. Excessive CoS T SEmi 
sulted from duplication of processes and duplication of storage, 
collecting, and retrieving data. Data was inconsistent mii 

time or perspective and did not have the same definition. 

A reaction to these problems lead to the concept ot de- 
veloping one central system tor all ot an Organization 
data. Occasionally, these new systems were even provided 
with a query capability that allowed the user to accese mime 
data himself without having to rely upon programmers tom oE 
velop programs tO obtain the data tor IIS el 
centralized approach attempted to support the daily opera 
routine of the organization, provide the control tor manteca 
support and provide executive decision-making capabilities, 
all with the same programs, and generally out of the sam SE- 
ports. The result was that executive officers of the con 
tion were looking at reports that were much too detailed, 
complex, and voluminous for their needs. 

What next emerged from these conflicting needs and require- 
ments was a series of small systems supporting the various 
functional areas. Layered over these functional divisions 
were other systems to provide for the needs of the various 


levels of management. With even a mere three functions and 
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three managerial perspectives, the result would be nine sets 
As y stem requirements. As the number of functional areas 
meeemanagement levels grew, the number of systems requirements 


Saated to explode. 


B. „CENTRALIZED ORMUECENG Mi) ZED DESIGN 

Cenate an alternative approach has started to emerge 
as pe eeno kony "continues to mature [|Ref. 16: p. 303]. 
Mieco alternative uses transaction systems, which provide the 
@eieails meeded to support operational needs, recording the 
Me aCtion data at the lowest levels. Layered above these 
Systems, reusing the same data and investment of resources 
Dut Creating separate summary and exception reports, is the 
Management Information System. The granularity of detail in 
me system can be scaled to fit the level of management and 
perspective required. Above this level special Decision 
maport Systems for the executive can be built. These com- 
Bine further refinement of the information into summaries 
mee imclude data external to the system or organization as 
well as powerful analysis tools to support policy decisions. 

Ati túde ol Conflicting demands between the functional 
elements of organization still exist, however. The original 
Arton, based on technical limitations and political ex- 
Perememecy, was to allow each function to be independent. This 
momded the political problem of control of information and 


m@empower that the control conferred on the owner but it 
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wasted resources in collecting, Storing, and retrieving seme 

same data repeatedly for differenti runm Tron ANS 
management's frustration at not being able to obtain ama 
picture of the organization's information gradually overcame 

the aversion to resolving the political issues of Contre 
Simultaneously, the technology to deal with the larger volumes 
of data in a corporate system was developed, and large corporate 
data bases became the favored solution. 

However, there was a price to pay for this Souuciom 
functional managers lost control of their operations; a new 
power structure, centered around data processing, ener 
and critical nuances of data were lost. The savings result- 
ing from reduced duplication of effort were quickly los ta 
special exception systems were developed to fill the pap: SEn 
the corporation's system. nan Sense suggested TIAS 
pendulum had swung too far, from the anarchy of each function's 
having its own system, to the dictatorship of one system. 
Recently a more reasoned, balanced solution has begun to 
develop: 

A balance between the two extremes suggests a form of 
federation. The design ot such a Systeme o on eed cum one 
following concepts: 

l. Sharing data where it is appropriate to do so. 
2. Using standard definition: wherever practicam 


3. Avoid all unnecessary duplication by Sharing data ine 
modern database system. 
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Wee bvowine soecial data for the various special needs of 
CicminicCivTatiialerunctions . - 


IN Returning much ot the operational control to the func- 
tional manager. 


Pee employing an Information Systems Manager to protect 
w e oOo interests of the organization (the 
federation). 


e a a reports to be developed and provided to each 
according to his needs. 


Making each user responsible to the others for his 
Seo ene total operation. 


Peor portrays such a system [Ref. 16]. This provides 
ANeTesponsive support an organization needs and returns, the 
ARE. processing organization to the role of support to the 
wamni zation. It works in much the way that the states of 
Mmeemmunion relate to each other for those things that are 
common and go their own way for those things that are unique 
jMemecachi. This allows each element of the organization to 
ment ne Special additional requirements that meet its needs 
mie it provides for the sharing of common information for 
Making decisions that affect more than one component of the 
mega zation. While the management of this type of structure 
Eeun more difficult, it allows all parts of the organiza- 
Mohave the data they need [Ref. 8]. Centralization 
eae us decentralization becomes a mute issue and the control 
Io cat ion Of the equipment can be placed where it is most 
Mesponsive to the needs of the user. The staff reguired to 
an Cie Mardware and the software can be either centralized 


pte centralized according to the needs of the organization 
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Regularly scheduled Functional area Functional area 
reports information information 
systems systems 
MIS —— Exception reports 






Unscheduled repor ts 


gee Special analysis 





DSS 
— Inquiry processing J Information 
system 
programs 
Transaction 
processing programs processing programs Processing programs procesting programs 


Edit reports 
Monitoring reports 





Figure 2. Federation of Information systems with DBMS 
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amcor the users. It may have centralized management and 
Mave decentralized responsibilities. Or it may have 
decentralized management and decentralized responsibilities 
[Ref.1o]. The main concern is to address the issues of how 
and when data is to be shared and what data is to be up- 
dated, when and by whom, in order to ensure the ability to 
exchange the data easily and readily when it is needed [Ref. 19]. 
New systems will most likely gradually develop in four 
parts: data, voice, text, and image [Ref. 20]. All can be 
Mamemed electronically through the new office systems that 
peine developed. Air Force experience with office auto- 
mation suggests that automating should proceed in stages 
Meets 21). They recommend that the order of development be 
(1) office automation (word processing); (2) storing and 
meamsmitting telephone messages (electronic mail); (3) deste 
opment of a large-scale integrated information system; and 
(4) the development of interoffice electronic communications. 
ASNO the office automation equipment is available in 
commercial packages. Automating an office is primarily a 
Meter Of determining which commercial package or combination 
mmeaekaces best meets the needs of the organization's 


method of doing business. 


IEEE. SYSTEM DESIGN PROCESS : 
ormat ion systems are large, complex, and prone to 


ems Accordingly, particular procedures have been 
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developed to design them. System design begins with 1d 
fying a set of problems to which automation is the solu Tko 
This set of problems must then be converted by a team of 
analysts, users, ‘and management personnel into a Statememe 
of needs. The statement of needs will be divided into those 
issues that can be addressed with hardware and those Cig 
require software programming effort. 

The question of hardware becomes an issue of availabiity. 
If there is already surplus owned hardware available, then 
it needs to be reviewed tor 1ts ability voce e seem 
If owned equipment is not available then there are two basic 
alternatives; time sharing, which means renting time on a 
vendor's set of hardware and purchasing. Thvs dese. 
basically technical and can be easily left in the hana 
the data processing erecanizat fone 

Developing software, the programs necessary to Supponi 
the needs, is generally an entirely different matter. i DESEE 
commercial packages are frequently available to meet some 
needs, these may need to be tailored to the organizations 
If there are no commercially available packages that meet 
the needs of the organization, then a software development 
effort must be embarked on. This process 1s called Soft EEs 
engineering, system development, or sottware development 
The steps in this process are shown in figure 3 and discussed 


in the paragraphs below. 
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Aurea Diagram Of Systems Development phases 
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These steps are given different names by other authors 
and are divided into more or less parts that are shown in 
figure ó from C book, Software Engineering Economics. 
Generally accepted as the first step iS e 
definition. The objective of this is to analyze the preci uNi 
system in terms ofm apab mE eS shortcomings, and how it 
solves the problems of the business. A requirements docu- 
ment should deseribe™ ime exp lieu sac mae the business problem 
to be solved and should identify any constraints to Demem 
sidered, such as time ormon) aan ro duet of this igen 
phase is called a requirements definition report, whic miec meo 
discuss, the fel Towa 

1. The business objectives 

23 e the system is tolperlorm 
3. -The inputs, output- eano ueo aia 
4. What the data is 


9. How this system must relate to other parts of theme 
formation system or other computer systems 


6. A description of the organization and the data process- 
ing environment in which the Systemes tec per aes 


Staffing in this phase of the system development is prima momig 
data processing people supported by the user and any special 
that data processing may need to draw upon. There must se 
planned support and a plan for continuity or stati minyon 
ment during the developmentwc, ere l 


The second phase of system development is called the 


conceptual design and is concerned with developing a functional 
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Ip crono. the system to be proposed. This should in- 
clude a data processing description of the system and from 
this a preliminary design report. This report should provide: 


NA tunctional overview of how the new system will 
operate 


Shat processes will be involved 
nat the system inputs are to be 

4. How the data will be stored 

5. What the outputs are 

See in what terms they will be provided 


7. Whether this System will be some kind of a terminal 
query system Or Will be a paper report system. 


termes this phase considerations of where staffing will have 
to be adjusted will be reviewed. Quality assurance becomes 
EN Or factor at this stage; it must ensure that the de- 
sign being proposed meets the original statement of the prob- 
memeenat this effort was supposed to solve. 

Peoetailed design is the next stage of the development 
process. In this phase the conceptual design will be con- 
verted into detailed system specifications that will be 
used in the actual coding development and implementation of 
mae new system. Planning documents must be reviewed and 
meeonea OUL In minute detail stating how the system will 
Mmemdevyeloped, tested, and implemented. Planning must also 
include what kind of training will be provided to whom, when, 
MmmrOr wiat purpose. A very detailed plan must be developed 


Showing how to convert from the current way of doing business 
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A plan for how existing data within the organization WINS 
converted from its current storage mode to tils news Sun 
must also be developed. Finally, programming specificatwoas 
need to be developed to define each element of the system 

to ensure that nothing is overlooked. 

The next phase is the actual development, the coding 
of the programs. Data processing skills will be a major 
requirement at this phase and will consume approximately 70% 
of the labor in this part of the development. The system 
specifications are now converted into actual programe 
and tested first as individual elements and then in NS 
and larger pieces until the toal system is tested. During 
this phase, documentation of all the efforts to data nee 
to be completed, Personnel training becomes a major facies 
The deliverables at this stage are the operating system, 
complete documentation of the system, and a report of what 
has been done. 

The next phase is the implementation ot the system Mi 
in a test mode and then in an operational mode in its piggies 
tion environment. The deliverables are the full system 
a report of any problems that Nave Deen neo unene 

Once the system has been implemented, declared opera c kommis 
and accepted by the customer, it is time to do a post= mps 
mentation review. Copa Ck T ORe original statement of thg 
problem and ensure that the system that has been implemented 


meets the original set of requirements. If there are 
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em@ertthalls there need to be plans to rectify them. The 
system also needs to be evaluated again several months after 
it has been declared operational to see how well it is 
actually operating and how well it meets the actual users 
meeds. This should be done by a separate organization and 
Ee requently done by an internal review or internal audit 


Semoonent of the arganization. 


D. MANAGEMENT'S ROLE 

This development process appears to be a continuous one 
Prom the point of view of the ADP staff and the development 
mai, DUL for management it is a series of steps that are 
pumetuated at intervals by formal reviews. At these reviews 
wee ement has the right and responsibility to stop the 
progress of the development, to cancel the development, or 
MN rove further development. These reviews should be 
Melly executed at each stage. Errors caught early in 
the definition phase are much less expensive than errors 
Ma later on. Errors caught and corrected during the 
tion phase on the average will cost 1% of the cost of 
meomerecting the same error at the implementation stage of 
the development [Ref. 22: p. 33]. At each of these reviews, 
management must ask itself the following questions: 


Pepiccomeicedccleii dusunls Stage address all facets of 
eae a a ement Specification” 


wae a e emen of the proposed system traceable to 
nec wene Orginal requirements? 
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3. Will the implementation Gf the decren seco tena 
risk or is this design achievable without technological 
breakthroughs? 


4. Is the design a practical solution to the probleme m 
it too grandiose: 


5. Is the system, as it has been proposed, designed, and 
ultimately developed, easily maintainable? 


6. Does the design exntb1t Gnaradeterret tes 0: sau ee 
7. Have the interfaces between this system ando ae 
tems been adequately defined and are solutions for the 


exchange of data well thought out? 


8. Is there technical clarity tne Gilemes mcs cee 
pressed in a manner that canm be casal aero 


9. Have all the alternatives been considered? 


10. Are there limitations and are these limitations re alma 
and consistent Wl eine tice tpcal eee cies 


ll. Is the software design testable and consistent with 
the elements oL theres rokmi Ee 


12. Is the documentation complete and easy to undersea 
for a non-data-processing person? 


There are a number of other less formal reviews that jae 
be carried out within the development team; these are fre- 
quently referred to as informational reviews or structures 
walk-throughs. A complete record is necessary at each 
management review. In addition to the new system desicn 
documentation, an updated risk assessment and cost benefit 
should be prepared. It must be remembered that the oDe EEE 
of the review is to assure that the design andi developnie me 


are correct. These are not problem-solvine sessionsemoue 
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they are reviews of what has been developed. Management 

ra vo Td getting sidetracked into trying to develop 
solutions to problems that the reviews uncover. Further, 
there should be a limit to the number of participants in 
these management reviews, and all participants in the reviews 
should be knowledgeable of the requirements of the system. 
Prior to each of these reviews, there should be several 
wng- level preliminary reviews with the different parts 

Of the organization that are involved in the system. The 
MESES Of these preliminary reviews should be reported at 
M omal review. Mass meetings are not productive and will 
mommcontribute to the successful design and development of a 
system. 

Me user's role in the review process is primarily clari- 
eat on: to provide clarification wherever there is confus- 
mom in the original documents (this clarification should 
meson pe documented) and to provide expertise as to how and 
cines should, could, or need to be done, The user needs 
Gomunderstand clearly and easily what the design is. Every- 
Mmmm tn the process needs to be committed to writing so 
Mn the future it will be easier to understand why things 
Mere decided the way they were. 

nenes ponsabilityroft the user is to discover er- 
mems in the design. Each and every step must be reviewed, 


Domne appropriate levels of people at each stage of the way. 
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If the issue is desk procedure design, for example, then the 
supervisor or representative of the people using the decom 
should be involved, not top management, If the 1SStcuam 
volves policy, on the other hand, then if is top managemems 
that should be involved, and not workers. 

Management has a special role to review what has been 
done to ensure that everything 15 donetand ciao een. 
needed resources are provided. People should not be Committed 
to an effort merely to get them out of the way. Peoples 
be committed to the project in the amount required i) sae. 
manager of the project and jemly In ena 

Correcting errors early in the process will Save ge 
Errors that are not found until late in the proces will 
cost more money to correct or must be included in moct areri 
tions of the system after it is declared operational AMM 
approach to take is a trade-off decision that must be mae 
by the project manager, depending upon whether the ertro mim 
pacts the ability of the system to perform the role Ttua 
designed to perform or whether it is merely something aimee 


to have 


E. SUMMARY 


l. Exeeptions to the normal museo eno co 
Sy Comites ena 


2. The concept of a federated system allows the organiza- 


tion to have one system while the elements of the 
Organization have their own systems. 
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The system development process is necessarily long and 
involved, to ensure that the new system will meet the 
needs of the organization. 


Dones detected Carly are cheaper and easier 
men cOLbect. 


Management has a responsibility to review the progress 
Ge a2 profece and to stop, mondify the direction or 
approve at each step of the development. 


sen personnel must stay involved throughout the 
effort. 


The staffing level should be only sufficient to meet 
the project managers' needs. 
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Ve THE OFFICE EM TRONMENI 


A. INTRODUCTION 

In the second Chap terawe were concerned with whether 
the office was functioning properly. “Ine thard ehapves 
was devoted to general data processing issues. The pre- 
vious chapter reviewed the ADP development process ee 
chapter focuses on the physical environment of the office. 

The issues to be discussed are pertinent to non autek 
mated offices as well. Whether the manager is concerned 
with improving productity or just concerned with the Nemi 
of employees, the issues of office design, furniture de- 
sign, and equipment design are still all relevant. Teste 
ergonomics, a buzz word today, was coined early 1940s by 
Oxford University and is defined as the science seeking to 
adapt work or working conditions to the worker. It com- 
bines engineering, psychology, and physiology. Its goals 
to match the capabilities of the humant Periton yi a 
equipment in the environment of the work place. When de- 
Signing, planning, and implementing changes in the offices 
we should consider ways in which humans, technology, and 
the environment can interact to maximize the effectiveness 
of all three. In the past, the only change made when 
automating an office was to place a a on an employee's 


desk. This approach would be satisfactory if terminals mHE 
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easy to use and designed for human's to begin with. But 
Mo tcerminals don't even fit on the typing stand attached 


to the average desk. 


Peel GHIING, SOUND, AND OTHER CONSIDERATIONS 

Mmeiting 1s a critical factor. Titus Macius Saltus, 
a Roman philosopher in the days of the Roman Empire, wrote, 
Anting hurts your loins and staring hurts your eyes." 
In the 2,000 years since Titus we have not managed to progress 
tar in solving either of these problems. 

There are three basic sources of light: Mina tura nt. 
which comes through the windows of the offices; (2) the 
to rescent lights that are so common in the office ceilings, 
Mie will augment the natural light, and (3) the incandescent 
light of the common light bulb. This incandescent light is 
most beneficial around computer terminals. In the area 
around these machines, lighting should be held to a minimun, 
mumere Order of 300 to 500 lux or 30 to 50 foot-candles. 
In a normal working environment, it should be in the neigh- 
Bemmood of 500 to 700 lux, approximately 50 to 75 foot- 
candles [Ref. 23]. Most offices in the United States are 
illuminated at a higher level. 

Task lighting is a term that has been used to describe 
the amount of light needed in a particular LOCO to per- 
Ana particular task, Task lighting often consists of 


a special light. It maybe an overhead spot light that can 
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be used for reading work or other work that requires a lot 
Of Visual charity. | 

In the realm of lighting there are a number of basic 
rules to remember. Windows need to be dealt with in some 
manner to allow controlling the amount of light filtered 
through them. This can be done with drapes, shades, or 
reflective film over the blinds. In offices with windows, 
terminals should always be placed at right angles to the 
window light if possible. This will minimize glare when 
the employee's back is toward the window and when the em- 
ployee is looking at a bright window and trying to see a 
duller terminal screen. Whenever possibi merne Tamon ene 
light in a work area should be the full spectrum light tiii 
comes through the window [Ref. 24]. It has been shown- in 
a number of studies that this natural, full spectrum ae 
reduces fatigue. In areas where video terminals are present 
we should minimize the amount of fluorescent lighting. If 
there is fluorescent lighting to provide ambient kie 
the office, then the light in the individual worker's amen 
should be provided by incandescent bulbs. This is because 
fluorescent lighting is cyclical, it Milic ker C 
Fluorescent lights flicker at arpi eieae 
be consciously visible to the eye, the flicker is still 
perceived by the optic nerves. The screen in the computer 


terminal flickers in the same way. If enough additional 
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sources of flickering light are added, the optic nerve 
mbeeomes overstressed and tires quite rapidly. 

Giuane mseanetier problem with light. It reduces the 
speed with which employees are able to read, and it causes 
eyeeeeatague. Glare is nothing more than light reflecting 
off -abright surface and coming back at an unusual angle. 
ane from overhead fixtures is probably the easiest to 
comerol, it can be controlled by a device called a para- 
wedge screen, 1/2 inch-wide egg crating, inserted in the 
MO rescent fixture between the tubes and fixture's screen. 
Parawedge screens prevent light from being dispersed at 
varying angles throughout the room and thus reduce the amount 
Serer lected light that the eye has to deal with. An even 
better way of eliminating glare is by optical engineering 
Apo vide indirect lighting. However, an expert needs to 
design the indirect lighting, and indirect lighting re- 
duces flexibility in arranging the office. 

ur maces in the office should have a non-reflective 
moos, A muted color of paint reduces reflection, or wall 
paper ot the matte type can be used. Darker colors should 
be used in the individual work areas directly behind the 
femmanal screen. 

Control of sound is easily taken care of. The worst 
w ender in the automated office is the printer. Most 
Mem ers Operate in excess of 70 dB, and sound levels above 


ARB have been shown to cause physical reactions. High 


oe 


frequency sound causes irritability and taises temperatures 
[Ref. 25: p. 399]. Before employing equipment of tito sae. 
in the office it should be carefully tested to be sure it 
is below 70 dB or that sound control can and is inseam. 
to reduce the noise below 70 dB. 

Frequently computer terminals have fans and other com- 
ponents attached to them that operate at very high {frequeien es 
These can be distracting and cause irritability. The best 
way to control sound in the office is acoustical con 
panels. Current government standards of 85 dB for long 
periods of time or up to 100 dB over shorter periods of 
time far exceed what human factors studies have shown to 
be a safe level for office workers. 

In any office, air circulation, ventilation, mias 
control, and often rer niger at me necessities. Too cold 
The employees do not function; they concentrate instead on 
trying to keep warm. Too hot? Fatigue sets in very Tapas 
The addition of electronic devices to the office creamer 
additional sources of heat that must be taken into accom 
in the design of the office or in installing the equipos 
A'rule of thumb is that each terminal will add an amo 
of heat equivalent to one additional person in the o ro 

Each individual work space should be provided with its 
own source of air if at all possible: Many of the modern 


modular furniture designs include air flow. Caution show 
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Bemwexercised to be sure that this air flow is not directed 
at employees’ faces, especially those who wear contact 
enses. 

In the office, space is at a premium, each individual 
Sita. have a feeling of individual space that is their own. 
Mano logists have determined that this is very beneficial 
to maintaining good worker moral and harmonious working 
relationships among employees. Standards for clerical 
workers vary depending on the amount of equipment and stor- 
age space required, but an absolute minimum is 80 square 
feet. Supervisors and low-level managers require on the 
order of 200 square feet, and managers having large meetings 
Require even more. 

ineerder for a space to be considered to be an individual's 
own, it should have three walls to differentiate it from 
common space or other employees' space, and there should 
aright for the employee to add a personal touch. Family 
Pe tures, a plant, and other iS OE this nature allow 
Mie employee to feel that it is his or hers. Employees should 
also be able to control part of their own environment: they 
wend be able to turn lights on and off in their work space 
ma@mcontrol, to the extent practicable, the air flow. They 


Should also have a voice in the wall coloring. 


- 


wee EQUIPMENT DESIGN 
Position of equipment becomes critical to the employee 


Is ino computer terminals. The screen and any related 
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paper work should be at relatively the Same ey omien eI 
avoid excess eye movement which can cause refocusing, loss 
of concentration and loss of productivity. The work 
surface, the screen and the paper work should be approxi- 
mately 18 inches from the eyes and should be located so 
that the top of the screen is 10 degrees below eye ules 
and the bottom of the screen is approximately 30 degrees 
below eye level. This is because the head needs to be in 
a normal position between veritcal and I> degrees tonwagee 
-Tilting further forward or backward creates stress and fast 
fati cue: 

The terminal screen should be adjustable in three pea ee 
left to right, up and down, and foward and backward. The 
angle of the screen should be adjustable. Character size 
should be at least 3 millimeters; smaller than this is too 
difficult to read. Most screens use ad dot matrix. Che eE 
a cluster of dots to form the individual letters. Most of 
these clusters will be from 3 dots wide and 5 dots downs 
7-9 dots wide and 9-11 dots down. The preferred number of 
dots in this 3mm x ¿mm block should be either 5x7 or 7x9; 
any less than this will make the letters too indistinct to 
be easily read [Ret. 261% 

Positioning equipment for workers with bitocals presents 
a special problem. Their glasses literally are upside 
down for working with the terminal. They are used to read- 


ing through the very bottom part or the Wense ni oT 
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meee looking down at a rather severe angle. In order for 
mem to look through the reading part of the bifocal lens, 
the head must be tipped back at a very unusual angle, 
which quickly creates strain. <A workable solution is a 
special pair of glasses with the position of the two parts 
wee lens reversed. 

A test was conducted on modern office furniture by 
Business Week for its editorial and writing staffs [Ref. 26]. 
Amro ximately two years ago, the magazine converted to a 
Mama processing system for preparing text. At that time, 
after being advised as to the pros and cons of this new 
eauapment, each employee was provided the option of taking 
eee tyle office furniture or old-style furniture. After 
w ort period of time, a large percentage of those using 
DEE ld style furniture with word processing equipment were 
found to have excess stress and fatigue and were complain- 
wa of physical disorders. 

nane needs to be designed to support modern equip- 
Meme and to facilitate the employees using the equipment. 
needs to be adjustable to fit approximately 90% to 95% 
DN. work force. Only limited studies of the general 
public's physiology have been made, so most designs must 
D on the data collected by the military. These have been 
recorded in MIL-STD-41472B(21), which shows that 95% of the 
Memee work force is less than 74 inches tall and 95% of the 


female work force is taller than 60 inches tall. Therefore, 
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furniture needs to be designed towtit a “Gfange Cimento, ae. 
from the 60-inch-tall to /4-i1neh tall iaa Sn 
weight, the range is from slightly under 100 pounds to close 
to 300 poounds. It's easy to See that there needs toe me 
very wide degree of adjustability and flexibility in furmitupes 

The chair seat should be from 15 to’ Ve™incthes oft sea 
floor but needs to be adjustable. The back rest needs to 
be able to tilt from 10 to 20 degrees back from vertical 
(Ref. 40; p. 398]. The front edge of the seat sho ma 
rounded and have some give to it. If it is impossible to 
provide the employee with a low-enough chair, so that the 
feet can rest comfortably on the floor, then a foot vtec 
should’ be provided: 

The keyboard should be detachable from the computer 
screen. The work surface that the screen and keybDOJa TON 
on needs to be adjustable. the keyboard should be thin so 
that the wrist can rest on the desk top or an arm resta 
vided for that purpose. The keyboard needs £6 slope ce 
approximately 16 deprees and be low enough so that the 
forearm iS approximately horizonta lee Dieter e 
wrist should be less than 10 degrees from horizontal. Fre- 
quently it will be necessary to have a separate work supa 
for the keyboard to rest on and a normal work surface for 
the terminal and for writing to Der done Son: 

Some people like to hear a sound associated with theum 


key strokes. Others find this annoying. [hereroremenas 
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Amia be an option provided with the terminal, preferably 
Ao ption that does not have to be turned on and off by 
the vendor repairman. It should also be noted that most 
people using computer terminals prefer having a tactile 
Aenal associated with strokes of the keyboard. 

The arrangement of the keyboard has received a lot of 
attention of late. However, there are no answers in this 
wed. ihe standard typewriter keyboard that most people 
mmeetamiliar with is called a "QWERTY," after the letters 
wehe rows Of keys in the upper left-hand corner of the 
keyboard. This particular design was developed Nte ate 
SUS to Slow the finger movement of the typist so that 
Sarly mechanical typewriters would not jam when gravity re- 
turned keys slowly back to their positions. Obviously, if 
it was designed to slow down the finger movements of the 
Myst, it is not advantageous for maximum productivity. 
However, it is the only keyboard arrangement currently taught 
and the only one known by most people. Until some standard 
Gan be developed and employees trained to use it, it is the’ 
most practical keyboard arrangement to accept. 

ititemcolor of the terminal screen has also received at- 
Cention. Most vendors provide black and white. It can be 
argued that it looks like paper, and it is also the least 
Ames ive to manufacture. However, a number of studies, 
pain tie United States and in Europe, tend to agree that 


the lower part of the light spectrum, the amber-yellow- green 
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regions, absorbe more of the energy being emitted in the 
cathode ray tube and are, therefore, tie better colemeua 
use. Some studies have shown significantly higher produee. 
ivity using these colors over Dlack and iiitec we aucune 
reduced eye strain. Productivity gains have been ciama 
to be on the order of 3 to 1 [Ref. 24]. 

Screens need to be cleaned frequently. There is an 10n 
charge associated with the surface of the screen, and dust 
tends to collect there. Also the operator will leave main 
prints on the screen from touching it 7 There should 
chrome on the terminal; it should have a dull finish [Ref. 
27% Dee oe 

Static needs to be controlled. There are sprays that 
can be sprayed on the screen to reduce the amount of state 
emitted from them. The equipment and the furniture should 
be grounded to reduce static build-up and humidity CONS 
should be added if necessary. 

The size of the equipment also is a factor. The term m uNES 
"footprint" takes away part of the work space on the desk 
surface. When this is done, there 1s less space iei 
the employee to use in routine activities Tiie eee 
be carried on. Therefore. addition iedecitesp asc woe 


separate terminal stand may be needed. 


~ 
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Meee riEALTH ISSUES 

Much has been written about the health aspects of 
Se Tonic equipment. The National Institute of Occupational 
Safety and Health has conducted a number of studies in this 
ANA copy Of this report can be obtained from the U.S. 
femernment Printing Office, Government Documentation Identi- 
fication Number 017032003874. One of their recommendations 
is that after every hour of intense work at a terminal, or 
two hours of casual work, a 15-minute break should be taken. 
This work break needs to be away from the work station. In 
many offices, this is going to mean the creation of some 
OO Lt lounge or rest area where employees can get away 
from their terminals and relax, without disturbing other 
Alo yees. 

n nber of studies have dealt with the stress that 
e place in the automated environment, particularly as 
Mire lates to the office. One study conducted at the 
Meme rsity Of California at Berkeley suggests that employees 
are becoming so adapted to the way computers operate that 
De eene yet to the point where they depend upon them, they 
feweet the world they live in to respond to them in the 
same way [Ref. 28]. Stress in this extreme form may exhibit 
Beet in impatience to the point of emotional debility 
verging on exhaustion. To avoid this, the study suggested, 


employees need emotional decompression time at the end of 
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the day. Employees that expericnce prolonseqmice of computer 
terminals tend to exhibit a visual phenomen called TE 
McCullough effect, which causes them to see dots of colors 
for some time after they stop using mir Emp O; oe S 
exhibit physical pain from the pooripost Ure red a 
operate terminals if there is not proper office furniture 
provided: 

A study done in Vienna showed that the clarity of focus 
for the average person's eyes does not return to normal for 
more than 16 minutes after 4 hours of work at a display 
screen. In fact, the Viennese government has proposed a 
limit of four hours work on one of these terminalis penrveae 
with a mandatory 15-minute break after two hours. The 
Austrian Federal Government has gone further and the British 
Postal Service has stipulated 100 minutes a day as a maxi- 
mum cine for an operator with no more than 50 minutes con® 
tinuous work. 

A two-year study completed in July 1983 by NIOSH found 
that most of the complaints about visual problems were the 
result of improperly maintained, poor-quality equipment, 
poor design of the work station, and poor lighting. m CER 
case did they find a significant lere orm aaO 
fact, after taking extensive, detailed measurements of 
these devices they founi hicmi those few cases in which 


they could get a recording on their instruments, if woul. 
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take thousands of times the amount of radiation emitted 
mom the terminal to produce cataracts. 

-Wallach [Ref. 24] has done a number of studies on the 
Æt of ions in conjunction with terminals in the office 
and in air traffic controller facilities with radar screens 
(which are also CRT screens) and has volunteered this 
M ormation:. 

me pect of ali directly viewed CRT-type VDTs but not 
plasma displays or optical projection systems have in 
Common is a high positive charge on the exterior of the 
Sereen. This charge can be any where from 2000 to 8000 
Since it is backed up by very little current it 
memot readily apparent to us. As operators of these 
terminals.we also have charges on our skin and these 
Marges range from several hundred positive volts to 1000 
Memativye volts. A conservative figure is said to be 
So lt charge.” A typical electronical field between 
the CRT and the operator is thus the difference between 
mepesitive Charge of 2000 volts and a negative charge of 
mewevolts or 2400 volts over a distance of 18 inches. 
Mars divides into approximately 150 volts per inch. 
Poeunal voltage gradients outside in fresh air rarely 
exceed /-3 volts per inch. One-fiftieth (1/50) that 
meaimed in the experience of the operator in front of the 
me en: 

Miedo es penis mean? The claim is that the positive 
mereen 1S attracting all negative ions out of the air and 
memenepeliing positive ions toward and béyond the operator. 
many positive ions or the absence ot negative ions in 
the environment are claimed to slow down metabolism and 
Sauces adisturbance to the cardiovascular, digestive and the 
nervous systems. In addition, the headaches, nausea, and 


allergy symptoms that some people have alleged to be associated 


ipa too Much exposure to the screen can be replicated in 
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the laboratory by increasing the positive ions and decre iE 
ing negative ions or by removing both a brits) Ss cuca 
have asserted that the performance could be enhanced by as 
much as 28% by generating supplemental negative ions in the 
atmosphere. Ion imbalances are allegedly associated am 
modern offices with the increased use of air conditioning, 
heating elements, and ellectro-staticgerilterac (ones, laches 
There is hardly a building left that allows windows to be 
open to let fresh air in. Although no one knows the Amper 
of automation on employee's health, it should be kept in 
mind that there is some laboratory Substantiation Of mem. 
claim that terminal screens cause the Symptoms mentromedue 
In California a bill is Currently pending that would 
reassign pregnant terminal operators to other jobs in emk 
office. there have been a number ot claims pro ando 
the fetal harm from CRT screens. The U.S. Government has 
studied it, the Communicable Disease Center in Atlanta has 
studied it, NIOSH, has studied it, but as yet the only 
thing that they can attribute the birth defects problem to 
is statistical clustering: that is, in sampling smali sam ppi 
it is not unusual to find a grouping of events, even 1r THINE 
events are not evenly distributed through larger samples. 
An employee who is pregnant should have the right to remove 
herself from terminalis, at ¡east until more is determined 


about the possible danger to their children. The wise manager 
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would ee Ly, do well to have jobs available for pregnant 
employees so they can escape exposure to the computer 
femminals at least part of the day. 

When we redesign offices, we should also keep in mind 
maemaoyernment policy to employ the handicapped. Experts 
meet o be consulted in this area, but a couple of things 
Timea be kept in mind at least. The length of an occupied 
Wheelchair with the employee's feet resting on a foot rest, 
1s about 52 inches. The width needed to be able to move a 
wheelchair is a minimum of 32 inches. In constructing 
Sloping ramps to accommodate wheelchairs, the slope shouid 
Memo. more than 1 inch up for every 12 inches in distance. 
the handicapped in sight or hearing, special equipment 


iS needed, and a manager needs to work closely with the em- 


ee. There are no general rules that can be applied here. 
E. SUMMARY 
Enc OmMOMlcsS 1S the science of matching human needs to 


Office equipment dnd environment, to improve productiv 
Productivity 


L Lighting must be controlled in the modern office to 
fit the necds of the user and minimize Fatigue. 


E Excessive noise, above 70 decibels, is physically harm- 
nd e duces productivity. 


4. Furniture should fit the individual and the Job. 


5. Letters on terminal screens should have a minimum of 
9x7 dots and characters should be at least 3mm in 
size. 


6. While the answers to all health questions are not clear 
attention needs to be paid to this issue. 


> 
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Vil. INSIVIDUAR MERCI 


A. INTRODUCTION 
As with most technology the computer will have unfore- 
seen impacts on people, particularly its users (Rer m ae 
The next two chapters are concerned with showing some of 
the transitions that will have to take place in ways Of mage 
business and ways to minimize their impact. These changes 
are taking place so much faster that it is difficult open. 
manager to deal with. In the case of the typewriter eee 
took over 25 years just to define a Standard keyboard, 
The standard typewriter has been in the office for over 
100 years, and now in less than 20 years, it will be Tep koci 
The impact of that change is just beginning to Nite 
office. The last major change that impacted society was 
the industrial revolution, and that took 100 years open 
moil, revolution, counter-revolution, and social upheaval 
before it began to stabilize [Ref. 30]. doin Diebold made wii 
statement that "One has only to look at tne impact ofece. 
industrial revolution to see that the computer age will 


has had a profound impact on mankind." [Ref. 31]. When was 
the last time you remember noticing tne statement "Do not 
fold, spindle, or mutilate?” When computerized bills imio 
came out they were a great source ol Irr reon One o a 


~ 


people, but they are now so common and accepted that most 


people don't even notice the little statement on tHe amip 
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B. COMPUTER OPERATIONS 


Workers in automated offices are still drowning in a 
sea of paper, although now it is computer printout [Ref. 
32]. The fact remains that for each computer operation 
there are two human actions required. One is to start 
Me process; this may On just starting the machine 
very complex data-gathering, analysis, and input 
moc ess. The second action required is to do something 
With the computer's product. 

Computers are often though of as displaying what is 


@eeually thought ot as intelligence. Actually what they 


are doing is high-speed computations based on pre-defined 
sets of helo bine toto ty son the computer s 
weer, which fascinates some and repulses others, that 
Peeves the appearance of intelligence. 

Aita computers do not do anything by themselves. In 
w ocess as common as using a credit card at Sears using 
mire point of sales system, someone had to price the 
product” teed that information into the computer, get little 
Optical scan stickers, append tags to the merchandise, read 
the sticker with-an optical scanner, and read the credit 
card. The computer then processes this information to charge 


mie customer's account, and adjust the inventory on hand. 


A bill then has to be mailed to the customer, and the cus@ere 
er's must respond to it. Additionally merchandise or re- 
placement merchandise has to be ordered ER Employ e Sme 

be trained to perform these operations or the "computer" 
system won't work. The vocabulary used to describe this 
process is unfamiliar to most people; this makes it all the 
more difficult to learn the process. The mandeer doc S 
know how to explain the job and the system designer does 

not know how to explain it either [Ref. 32]. 

The communication between the human and the machine is 
typically less than a satisfactory experience. “End ucc m 
in particular (as distinguished from programmers) need more 
flexibility in the dialogue, such as the option to choose 
step-by-step prompting or a succinct, short-cut method, de- 
pending on their knowledge, skill, and experience. Much 
of the problem that exists in dealing with these machines 
is they lack any kind of sensory perception. Humans com- 
municate with their eyes, ears, bodies, and emotions; 
machines can only use data, whether keypunch cards or key- 
strokes on a terminal. The ways that humans are used to 
communicating cannot be dealt with by a computer. The hum 
as part of a larger system has two processes working at am 
one time and a wide array of sensors Supporting Nin Iie mae 
only limited in his responses by the- system's limits [Ref 2i 


PSA 
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Workers are individuals with various needs that must be 
met. Maslow described a theory of levels of needs in people, 
and Thompson [Ref. 34] has Std that the organization 
Memoonality Of an individual is a reflection of his true 
M@emoonality and that the latter will drive the former. 
Therefore, managers must expect job satisfaction to be dif- 
aent for different employees and therefore not expect one. 
solution to make all the work force happy. Human operators 
wene a high degree of complexity if it is presented 
@mretully so as to fit the existing conceptual framework 
Mene individual. Most errors that result from human process- 
Nate Cither random errors, which can be eliminated by 
filters, or systematic errors, which indicate an inappropriate 
system design or some kind of a personal abnormality that 
emal so be dealt with. 

The Taylor school of thought that dominated industrial 
me enology until the 1950s said that standards could be set 
and work divided into simpler and simpler tasks. This does 
not seem to work in the computer environment. IBM in the 
ús developed an idea that they called job enlargement 
Meet. 25]. Others have since adapted and modified this idea, 
and it has come to have the general name of job enrichment. 
Mis Can mean giving different kinds of tasks to a person, 

S0 that he or she has a greater sense of eb completion . 


alternative iS to assign a larger part of a single job, 
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a vertical expansion. This usually equates toare Se 
sponsibility. The employees must be involved in desi gnu 
JOD enrichment aso Shae fit is made tọ the individu nEs 

capabilities and moeds. 

Technology provides us with an opportunity for ‘ehameer 
good or bad. Its impact must be controlled by the decisions 
of the manager and the designers at the automated sys moi 
It can improve the quality of work or make the obi e SE 
ing hell. It depends on the design and the strategy cmp mpe o 
Most managers will say that they wan the user to be SICA 
but they must understand the needs of the people and (magma 
these needs against the needs of the office. Karl AMO 
(figure 4) has suggested that what the employee wants may not 
be what management thinks*the emplovee wants, therefor eaS. 
incumbent upon the manager to be sure of what the employees 


need. 





Perception of Reports of 


Job Pactors Supervisors Workers 
Good Wages J 5 
Job Security 2 4 
Promotion and growth with company 3 1 
Good working conditions 4 9 
Interesting work S 6 
Management loyalty to workers 6 R 
Tacthal disciplining i 10 
Pull appreciation of work done 8 I 
Sympathetic understanding of personal preblems 9 3 
Feeling "in on things 10 2 


Figure A4 RANKING OP EMPEONE E ti OT 


O8 


SYSTEM DESIGN 
There are five ways that we can approach systems design. 


1. We can approach it as an organizational communication 
problem, believing that the organization łs a communi- 
e OE Vork and that the quality of communication 
reflects the performance and effectiveness of the 
sana tion. Ihis suggests that the organization 
exists to process communications and that purchase 
MuckoominMventory torms, and product data are merely 
communication devices. 


2. We can approach the system design as a series of func- 
Meo orac complish the mission of the organization. 
This approach says that offices do not exist to com- 
Pre tne use information. Offices Exist to 
Aneto canization's needs, and therefore any sys- 
Mentmust nave as 1ts basic goal a design to improve 
PS Up port that activity. 


A Newer concept is that information is a resource that 
must be managed and that the purpose of the system 
eeo ol lect and store data. Similarly, the system 
can be viewed as a kind of decision support system 
whose purpose is to aid the decision maker in meeting 
his responsibilities. 


Ino tner View Combines the first three. The organiza- 
montes ls GCOmphOcess Communications. The organiza- 
Pion cmrlInectioOns ane what the communications are all 
atu. Collection and Storage of data are done to 
apport these functions- 


e a a there is the view thatall these are important 
cia GevelOping systems we must optimize the 
aoe ene SS O Peso cala nd technical components 
Mee tiee wlio he system, including people, computers, and 
a communication system. This view emphasizes that 
there are two parts to every system: (1) tools, tech- 
migques, and methods to do the work»and (2) a social 
Setem Of people who do their work with these tools, 
tecnnigues, and methods. The social system operates 
emoi together the tools to Coordinate them and 
enable the technical system to meet the demands of 
Mo e a NERC Opu ter System can enrich work 
Coe e a r oe social System; therefore, in sys- 
tem design all these things must fit together. 
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According to this view, the "quality ONO rm o AS 
what entices the worker to Support the organization. QUA 
of work life includes the factors that motivate the workers 
and psychological and physiological needs of the workers. 
Paying attention to the quality of work life can reduce the 
potential damage to the organization that ill planne. 
mation can cause. It is the idea behind the vaunted Japa ii 
management technique, which we actually taught the Japanese 
40 years ago. 

It should be kept in mind that, on the other siden 
the coin, the quality of work life can De manipulate SE 
increase the supervisor's control Wem nE red e aime 
out of the workers, especially workers een volumne 
repetitive tasks like those in an insurance claims comes 
The physical atmosphere may be pleasant, but the pressure 
on the employee so great that it negates the positive Crimi 
that were done for the employee. ine wrest Ls a cnn 
reversion to piece work. The office manager, however, has 
one advantage in designing, and implementing his system: 
automation has already been implemented in the industrial 


and manufacturing environments [Ref. 36]. 


D. INTRODUCING AUTOMATION 
In bringing automation into an organization thomi sue 
effort should be in an area where there is a 100% assurance 


of success. People are more willing to accept the success 
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than the unsuccessful. Because most automation will be 
retro-fitted into an existing operation, morale problems 
result even when there are no workers displaced. 

Healy; in introducing automation into an organization, 
at should be part of an expansion of capacity or development 
of a new Capability. Some of the lessons learned in the 
manufacturing environment. suggests that automation should 
meester be used for the least desirable jobs. Whenever possible, 
Aoc ople affected should be involved in the planning, 
Seeecially in any areas where there are critical interfaces. 
mere must be a large, thorough training program before the 
MmMstallation. All the employees need to be trained, need 
to know what to expect and how to deal with it. A manager 
mmomld try to create what Westinghouse calls a "sense of 
Ownership" in the employees involved. A carefully designed, 
moe term forecast of requirements in terms of levels of 
foes and a strong plan for any displacement needs to be 
e oped very early in the cycle, made public, and approved. 

It needs to be recognized that many a in 
the new system will be completely new, and management needs 
the employee plan to move to a place where his skills 
can be employed or help the employee get the skills that 
will be required. Both formal and informal communication 
Should be used throughout the olaming. development, and im- 


plementation phases. If there is a union, it needs to be 
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involved. One of the best examples of the introduction 
of new technology is the plant in Fremont, California where 
Chevrolet Novas are being built using Japanese technology 
and American workers. For a year before the first cars 
were manufactured, employees were being trained, first in 
Japan and then in this country, so thatetie, tiorcucm: 
understood what the system was all about, what the techniques 
were, and how to live and deal with this new way of building 
automobiles. 

There is no straightforward measure of productivity 
an office. Any measurement tools that exist in autom 
need to be used to provide feedback to the user, not for 
the manager to establish some kind of arbitrary performance 
standards. If management insists on using arbitrary standards, 
such as key strokes, employees will find ways to defeat them. 
Instead of using the tools to maximize the individual SAS 
ficiency, they will use the automation as a tool to proves 
themselves from management. For example, on a word proce as 
ing machine, a tab used to create a column of data can be 
replaced with multiple space-bar strokes. I iogks) Ikea 
lot of key strokes instead of one key stroke. 

Often employees exhibit self-doubt and loss of conf Toci 
over not being able to quickly learn to use automated machines 
or respond to them as fast as they can respond to the worker. 


Work becomes a mental exercise with none of the rests. time 
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meee physical activity provided; this seems to increase 
mieerety. Some of the solutions that have been suggested 
are: 


l. Management must not lose sight of the fact that human 
Aine Tre their most precious resource. 


2. Frequent short breaks need to be scheduled and made 
mandatory. 


5. There should be no quota system installed. Measure- 
ments of productivity should be fed back to the employee 
and not to the manager. 

there should be a variety of work provided so that, 
whenever possible, operators do not spend a full work 
day at a terminal. 


There Should be decompression time at the end of the 
day. 


E propriate furniture should be provided. 


Redes len ot the work should be done to the maximum 
extent possible to provide job enrichment. 


Hering tie training and implementation phase of a new 
cn tiere will be a requirement for extra personnel, 
eause people will work more slowly and produce less. The 
DO ee needs to participate in the planning of all this, 
wene manager needs to watch for little signs of trouble 
Meuien as upside down bifocals). 

Probably the least prepared and able to deal with auto- 
Ins management, itself. These people are well read, 
and are generally aware of the fact that the element of the 
workforce that has suffered the most in terms of loss of 
employment from automation has been the managerial ranks, 


Ape cia li at the lower level. Furthermore, these 


as 


supervisors must learn mew skills instead or sdiiecan. 
employees in performing routine functions that the manager 
was very familiar with, he must develop a new set of Skim 
that help bring out the talent of the employee to perromn 
the new job [Ref. 57]. 

Two years ago, a study suggested that there was little 
or no impact on the manager or the executive from persamm 
computers. The study, conducted at United Technologii E 
pointed out that these managers did not have time compe 
data into these small computers, so they did net deals 
them. Although the personal computers were fairly "common 
with the work force at United Technologies, many of the 
executives sampled did not even know how to type. They 
were not required to have keyboard skills. The hope at Cie 
time was that 20% of the managers would resularly use gene 
personal computers provided by the company and that 40% 
would use them occasionally. After a year of effort ana 
strong encouragement from the chairman, it was found that 
the 20% level) was overly woes er 

Fifteen months later, another study conducted elsewhere 
suggested that there was growing reliance on the personal 
computer in the office that it was speeding up the flow of 
business for the individual manager, and that the computes 
gave the manager more time to do other Jobsi iker mo: 
Personal computers se primarily found in finance and pk mE 


ning departments, and the individuals Using them often iad 
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fompEior Knowledge of computers. Many of them were getting 
computers to have in their homes. Management seems to have 
changed in the last few years from an attitude of apathy 
eea strong attitude embracing this new technology. 

ce sisine departments are learning that the per- 
sonal computer is a very useful device to take a lot of the 
NE” analytical questions off the overloaded central 
computers, and managers are finding that it takes less ef- 
tOo access information. Also the personal computer is 
emanis ot keeping sensitive information secure, such as 
the bonuses to be distributed over the next fiscal period. 
Ma lso ttware to Create electronic spread sheets has in- 
woed many “what 1f'" exercises, simplified meetings, and 
maeped prepare attendees. Many secretaries and assistants 
Seemcending to become information caretakers for their super- 
visor. Managers have noted a danger however; the tendency 
S tche average person not to question data that is printed. 
Since all data is printed when these new small computers 


are used, no data is questioned. 


E. TRAINING 

Where does the training come from to support the em- 
ployees? Vendors now provide -very little or none in many 
PM REF Te answer is: the computer itself. In- 
Misty ñas long experience in using the computer as a tutor. 


Miey tind it works well, is inexpensive, and in controlled 


aS 


experiments has proven to be superior to the Classroom ane 
training team for these new systems should be composed of 
supervisors, equipment specialists, and training profese mommas 
[Ref. 40]. The goal should be to learn how to get the machine 
to work for the operator, not what the machine can.do. 

Training should be provided in a series of levels Enan 
all at one time. The training should result in the employee's 
feeling that he has enslaved the equipment to work for him, 
rather than the other way around. It should be remembered, 
that different people learn at different speeds and in 
different ways. Managers need to accept this as a smi 
fact of life and be prepared for different employcecmtg 
reach different levels of proficiency at different rave 
speed. 

The implementation training should be designed to. t1 2am 
all personnel. The time invested is weliesocn tye eee 
employees need an overview of the total system, butmonly 
detailed training in their own area. There should be real 
practice, not just talk. Fear canm only be al ley iacedm. 
familiarity, and there needs to be an opporcun te, sto. ane 
organization to practice before any new implementation. 

One of the most misunderstood and misused phrases is 
"user friendly." e vendor will try to say that what 
he 15 se llimno SS Mea Stand [Ref. 41[ has sug- 
gested that there are six criteria that can be used to define 


USer 11 tend. 
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ciime, CusbceInmuUsing the program immediately, or do 
you need a manual? If a tutorial system is used, the 
Vieilles votgem itself Should be easy to learn. 


If you must read a manual, is the documentation under- 
standable, written in terms that the average employee 
can absorb. 


Is there efficiency in the system? Are the more ad- 
a rear ee avai lable for the experienced user 
wehe form of short cuts that make it easier to ac- 
complish tasks? 


Ee here some form ot error trapping or can you easily 
make a mistake that hangs up the program? Can you 
semental make a Choice that is virtually impossible 
Cen ense iE you can do this, do you get an error 
iessageawarning you, Or Can you fall into the trap 
unaware? 


ene os ercenthielpravailables” Are there choices 
as to what you want to ask help for and how you want 
As Ot ls at truly helpful? Can an inex- 
Pomteneea operauvor use the help routine actually to 
decomp lish something or is it just a ritual? 


Does the program automatically save things or does it 
Darn you when you attempt to destroy some of your data? 
Do you find yourself with no safeguards and only by 
luck avoid destroying your data? 


SUMMARY 


New systems represent change to the people whose lives 
are affected, and this change is occurring even more 
frequently and profoundly with the introduction of 
newer technology. 


Mames still require people to do part of the work. 
Humanas can't be. replaced: only their job duties 
Change. 


The design of new systems must take human needs and 
desires into Consideration. 


The design must fit the computer and employees together 
as Complementary elements Of a team designed to meet 
DotteEncmnecds of the people and the goals of the 
Organization. 


77 


When introducing automation, the manager must select 
as his first effort one of guaranteed success that 
involves the workers and is carefully planned. 


Failure to pay attention to details ot human needs 
will introduce unnecessary stress and anxiety, wien 
will negatively impact the success of the system. 


The great risk is with the management team. 


Careful planning of training for all personnel is a 
musi: 
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View SOC LOLOGlLCAL IMPACTS 


E LNT RODUCT ION 

Any organization is a small community of individuals, 
which contains factions and elements that ep mes entrar ious 
Points of view. It is divergence in these points of view 
AE result in the turmoil normally associated with intro- 
ducing computer systems. 

Nesbit, among others, has documented a trend in the 
economy; the majority of workers are becoming more and more 
mivolyed in processing information and less in production 
jobs [Ref. 42]. Statistics from the Bureau of Census show 
that the labor pool of new employees is shrinking and that 
we are going to have to find ways to do the same amount of 
work with less people. 

Me ear that most people express of computers can be 
diminished through knowledge [Ref. 43j. Apprehension over 
mew technology is to be expected and can be seen in virtually 
every innovation that mankind has Aper enced: WTA partial 
list [Ref. 44] of the areas of life affected by automation 
miemudes job characteristics, satisfaction with work and 
mienduality of working life, psychological reactions, 
Meysical health, organizational centralization, policies 
and communications. Automation may have an impact on society 


eet beast two levels the individual and the organization. 
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Contrary to what many computer vendors Have sugcesctca 
computer use does not cause work ota clerical tus 
leave the professional's desk. In fact, it becomes easier 
for him to control it and to do it himself. Therefore, he 
does not need anyone else to do it for sim Ui emer 
pensable jobs will be those that embody the unautomatabie 
skills of judgement. The impact of ottice systems docs 
result from either the technology 11selt snot err onmee me 
characteristics of the people in the organizations O 
impact is instead a function of the way the system inter iE 
with the organizational setting. Designing appropria C 
cedures and patterns of access to computers is hard works 


but it pays O£f in’ bDenechicCsmroe theme t Pres. occne 


Bee ESSUbES 

Privacy iS an important social issue. As individuals, 
we have the right to privacy and the right to know what is 
known about us. This, in fact, has been made a legal 7 ieee 
Our definition of privacy is atfected byethe times venia 
in. It is not just a computer-related issue, but it is 
made more pronounced by the computer's ability to store, 
sort, and retrieve large amounts of data. Although a com- 
puter system may appear Very Innocuous Pe e cies 
tremendous amount of information about an individual [Retr 


45]. 
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MO Ne issues cmployment, is really two issues in one: 
what kind of jobs we will have and whether we will have a 
job at all. In the history of modern man, there has been 
feeremenaous amount of technological growth and growth in 
the labor force. The number of people unemployed has not 
Sewn OUt Of proportion to the whole population. In the 
past there have been perturbations in the work force that 
meat ly impacted individual human beings. Automation has 
improved the quality, accuracy, speed, and availability 
of information and has sometimes been used where conditions 
were unsafe or unpleasant for humans. 

There has been a greater trend toward automation in 
MMAWstry than in the office in the last five years. We are 
beginning to see a split in the skills needed in our work 
Mes, machine "tenders" versus users and support teams. 
Many workers fear being dispiaced and replaced by machines. 
This fear has been around for centres and it isthe 
responsibility of a manager to address it. Fear of automa- 
tion seems to arise from the way the automation is imple- 
fieiecad. By Correct implementation, we can get job enlarge- 
Amanda greater inter-dependencies rather than divisions 
Ae workforce. We can also improve the quality of working 
ee and stop the trend toward Specialization, isolation, 
and alienation that has permeated modern production methods. 

ite area Gr clerical work 1S undergoing a loss of middle 


foes Ihe coordination jobs that clerical workers have 
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traditionally been promoted to have been removed, reduema 
opportunities for upward mobility. Thus, although in aggre= 
gate no major harm has come to society from automation, 
automation has adversely impacted individuals. Often auto- 
mation, has been a harsh and traumatic experience tone 
individual. Unions have been able to mitigate the adverse 
affects of automation for clerical workers, but Lo meme 
professional there is no union. Unions usually try Com OPNS 
management to relocate the employee elsewhere in the company. 
If this is not possible, and the work force must be reduced, 
the attrition that occurs naturally rron tienen used 
as must as possible to absorb the reduction. Of course, 

for a union, there is strength in numbers. As their numbers 
decrease, their strength deteriorates. Various compensation 
packages such as retention pay, lump-sum settlements, hici 
salaries, or forms of profit sharing are also used to Sorco 
the impact of automation. Barly retirement may ma k ONE 

used to expedite the attrition rate. 

Power is also an issue. Information is power, and 
whatever element ot the organization gains Control ormene 
computer gains power. In some companies this is stopped 
by greater sharing of the system. Although one of the laws 
of computer science has been that Digger machines were 
cheaper (Grosch's Law), the most recent changes in computer 


technology seem to defy Grosch's Law; and the use oree ma FES 
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machines is being accelerated by the fact that centraliza- 
mone OL computer systems caused too much concentration of 
ewer in the past. 

Porieanaderson (Ret, 46: p, 106] divides the impact 
@f automation into two types, direct and indirect. The 
meet impact is the way that man has changed in relation 
Goethe organization. The indirect impact is the change in 
the relations between one man and another. 

Originally it was predicted that managers would be the 
w replaced by machines. Instead it was the clerical 
Pwemeethat bore most of the impact. Articles in Business 
Week, Harvard Business Review, and others have suggested 
Mmmeeethis trend, under the pressure of a weak economy 
during the late 1970s and early 1980s, has begun to change 
and that it is now the managerial ranks that are suffering 
mimes impact [Ref. 47]. Historically, technology has often 
been held at bay by the worker. This no longer seems to 
be possible because of the weakness of the economy. Auto- 
mating the office has generally resulted in increased 
Specialization and increased skills and elimination of many 
support jobs. We may see some lower jobs eliminated and 
others grow or be reshaped. The impact on managers has 
been to decrease their ranks in the lower levels. Most 
often, the trend has been toward centralization, more power 
Ee Upper management and less flexibility and discretion for 


the individual employee. 


Data processing has also often Served spomeccat oan 
power centers. There has beén a greater tenpratlon ono 
part of management to engage in "Big Brotmer > 2934-cm ane 
control of the employee. The employee has generally been 
able to outwit this trend, partly because unions are vem, 
concerned about this concentration of power. 

Another social issue is job satisfaction. There see 
physical pleasure in many Jobs in an automated office meca 
of ergonomic problems. Although there are fewer hazards, 
there is also less comfort in the work piace. Psycholorma 
ly, employees have tended to adapt to the new only because 
it was new (and therefore supposedly better) or because mo 
alternative was seen. Existing job alienation Can Conti 
or be mitigated, depending on whether these issues are fake 
into consideration when designing new systems. 

The computer's capability to invade personal lives and 
work performances is reportedly a fear that exists ime =e 
least half of the population |Ref. 482° PP) 225|. AUD 
of laws have been passed to restrict access to data thog 
deals with individuals and to have the data that deals with 
individuals made accessible to those individuals. 

The computer is a result of an evolutionary process “Gia 
began with the stone age man and the process of learning 
to count. The computers Can do allot ofiposibiyc thimcse 
it can store and collect facts and automatically make" simpma 


decisions. Its primary role has been to perform repetition 
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melciilat@ons, to take the drudgery out of repetitive data 
MES Simp oince the Computer can do repetitive collecting 
ENS torne, tt should result in a reduction of that type 
OO. The truth is that this has not happened. Manage- 
Mentes in its thirst for information, has caused the jobs 
to be modified and redefined, employees retained and re- 
me to extract more information from the data collected. 
MN Sets ta common opinion that, if data is printed or 
ea Computer, the information is always correct. This 
Not true. Data is only as accurate as the people pro- 
e n fact, it is largely the inaccuracy of informa- 
chat has led to such things as the Privacy Act to protect 
n om improper use of information and to require correction 


@reerrors. 


fee SOLUTIONS 

John D. Rockefeller may have said it best when he said 
MA pay more for the ability to deal with people than 
other ability under the sun." A E remember 
that organizations are social systems whose problems are 
thus amenable to many basic solutions developed by behavioral 
Nemo ver the years. Maslow's hierarchy of needs speci- 
feediiy shows us that people who are gainfully employed are 
femme co reel that social needs are a significant factor. 
The astute manager will use the informal social order that 


naturally tends to develop, to make a conversion to computer 
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systems smoother. A 1948 study done by Vengall suggested 
that workers want appreciation, to feel that they are apimi 
of things, that management understands their problens sage 
last, job security and good wages. The Hawthorne Studies 
point out the affect of management's paying attcntionere 
employees. The MacGregor Studies show that people have 
the potential to actina Scan 

Work can be fun if the goals of the organization and its 
employees are similar. Humanistic democratic values in an 
organization tend to lead to improved group interaction and a 
more efficient organization. Agryis points out that prace 
of control create a passive employee and a dependent sub- 
ordinate who is encouraged to act immaturely. Most formal 
organizations discourage emplayees from taking the initiative 
and from modifying the design of the work place. In the 
design of the organization, the work place often comes first 
and then people become programmed parts of it. When mame 
ment takes these attitudes, there may be adverse react tom, 
from the employees. Hertzburg discusses a number of environs 
mental factors, which he calls hygiene factors TERO E 
factors in the work environment include opportunities for 
achievement and recognition. The chance to have a” challems 
ing Job and'a sense of respon -ibrik en an opportunity 
for growth and development are necessary for job satisfaction. 

If a manager knows what employees want, he can provide 


for the needs of the employee and move toward the organizaereuee 
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Seal. People are one of the basic assets of any opeaind zed sem 
and must be treated as such. A manager needs to realize 
mat the process of changing the office with automation can 
be either a positive or negative experience for the employee. 
The result will be either a positive or negative reaction. 
Pygmalion saw that the difference in people was how they 
Memes treated. If a manager expects good things from his 
aloye, the results will be good. 

Management of change can range from dictatorial to group 
aing. There is no best way. It depends on the organiza- 
the climate, and the people. It is incumbent upon a 
manager to be able to sense these and choose the alternative 
that fits the situation. He must be able to develop a 
process that unfreezes the attitudes of the employees so 
w they no longer believe that the old way is the only 
Haye Through training, a manager can create an atmosphere 
amenable to change in the direction that fits the goals of 
the organization and rewards the employee. Finally, through 
Meuse Of: rewards, he can '"refreeze'"” the employees” atti- 
tudes tO do things the new way [Ref. 48: P. 8]. 

Mess a study of advanced office systems and automa- 
tion was done by the Rand Corporation. This study found 
Six outcomes relevant to the implementation of new systems 
[Ref. 49]: 

NES colar ottices can be Classified into 4 types: 


Manetenrral and administrative, data oriented, text 
oriented and supporting organizations. 
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White-collar work forms systematic clusters of informa- 
tion handling activities. 


A large percentage of employees including senior 
managers and professionals are using computers in 
their work, and most non users €xpeetere OC aimeed 
future. [This expectancey is one of the advantages 
that the manager responsible for creating an auto- 
mation system has in his favor]. 


There are four concerns that users of computer sys- 
tems appear to foster. Is it functional? What kind 
of performance does the equipment provide’ What 

are its interactive features (Wie tet eo eee 
environment 


Among these four aspects of computer systems, satis- 
faction with functionality is the best predictor 
use of the system. Therefore, the manager must ensure 
that the functionality provided in the system meets 
the needs and desires of the employee and the goals 

of the organization.: 


The most important organizational influences on the 
use and satisfaction of information technology are 
the variety in work and the organization's approach | 
to technological change. The quality of working ieee 
must be a major consideration in the design of any 
automated system. The organization's attitude to- 
wards the impact that the system is having on the 
employee, both physiologically and psychologically 

is of paramount importance. 


SUMMARY 


Fear of computers can have an adverse physical impact 
on people's health. 


Social issues related to Gomputers sine ice wp eyes 
employment, power, and position. 


Computers affect the entire office organizaron e aa 
the president to the mailroom clerk. 


The manager should use organizational skills already 
learned to care about the human beings in the office: 
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A TN TES RATING: THE. BEFORT 


RUS ERS AND DESIGNERS 

While doing those activities that are necessary to the 
organization, the manager must also be sure that the dialogue 
with the design development team and tne efforts of the 
designers and the developers are monitored to ensure that 
the design and the development effort are meeting the defined 
needs of the user. A manager must also concern himself with 
whether or not the design development team is on schedule 
meamocnind schedule. To do all this requires a "bridge" that 
Can be provided by having several of his best people serve 
anche design team. 

In the modern, complex type of system under examination, 
only the user really knows wnat the requirements are; there- 
more, che user must play a prominent role in defining the 
ecm He must be careful to limit himself to defining 
ieecosewitle leaving it in the hands of the professional 
data processing team to decide how these needs are met. The 
methodology called systems analysis or software engineering 
Memaesiened to ensure that the system meets Ciecwmieeds sot the 
teem This very process, however, contains within it the 
meeds Of political dissension, as the goals of different 
ers conflict or (more importantly) the ami sor the user 


wad the design team are different. 
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Designing an automated system requires an awareness that 
a political process is taking place in wateneene paa 
involved stand to gain or lose power depending upon what 
their own personal positions in the previous system em. 
and how their position wili be changed in the new organiza- 
tion. In particular, organization theorists [|Rel. SUI 
become aware of the need to ensure that this politicam 
activity does not replace a rational approach in desai mkm 
the system to enhance the performance of the organization. 

Users should participate in system design in Ordes 
control important issues andto resolve dirrereni Co 
opinion between themselves and the design team. One wa Sian 
help achieve this is to involve top management in the emia 
tion of a steering committee. A second approach is Dy hav: 
ing the users participate in the requirements ana, ou. Stages 
of determining what the needs are, when the user may er THERE 
his involvement through the use of prototypes developed 
to test what changes can and should be implemented before 
the main design is completed. These less formal approaches 
will complement the structured approaches that have been 
discussed earlier. Although there are more parties than 
simply systems developers and users, these are the princi! 
players, If an awareness 15 malintainedtot terror 
interaction between these two the manager is more likely to 


ensure that his design is successu? 
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Users want to keep computing costs low and are motivated 
Da desire to have a product that meets their needs. The 
meee processing professionals are interested in an opportunity 
to exercise their skills, to demonstrate their capabilities, 
MO a vola career obsolescence. It is this plurality of 
Mest that must be monitored. 

In this process, the manager must always be cognizant 
wehe fact that most errors occur early in the design and 
development stages, but most of them are not discovered 
Mme late in the development process. It is this delay 
mematscOvering the errors that creates the cost growth in 
ECCS. A manager must work to ensure that these errors 
detected as early in the design as possible. This is 
why users should stay involved and must understand that there 
are political processes involved that are not always con- 
tributing to the development of the ideal system T the 
user. The quality of the dialogue between the users and 
the developers determine the accuracy and completeness of 
Me design and is vital to the success of the development 
amort [Ref. 51]. 

special User sub-organization should be established 
memoupport the development effort. Additional staff must 
Bemiared during this developmental phase, so that part of 
the normal organization can devote itself to being involved 
Mene development of the new system. This will create a 


Sense of ownership as well as ensure that the design being 
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developed is what the user needs. This team ot people muss 
be removed from the normal line organization [Ref. 52] oF 
they will frequently be subverted in their mission mac 
perspective by the line organization. A manager must let 
the user team and the developers do their job. If Memes 
jects himself into the middle of the dialogue betweenmame 
user team and the development team, it will inhibit Theme 
from expressing his Crue concerns and needs. 
A manager needs to get reports irom the team leademe 
and must remember that meetings where he is getting Temes 
on progress, activities, design, or data must be kept CT eae 
from meetings where he is discussing action. The mana ren 
tries to take action immediately on reports will soon AA 
himself getting no information in his reports [|Ref. SPA 
The user team serves as a bridge between the communis 
ot interest Teil? SiO encourage other users to 
identify with the new development wi1ile“ensuraing tan 
development ettort 1s being molded to £itermci7 miecd- wae 
partial rotation of user team membership should occur pega 
ically. This needs to be encouraged by a manager. ICA 
vents the members from getting out Of touch With thein soem 
organization and the outside world: It also serves To. gia 
more users the opportunity to participate een e 
user community s Sense Gi sewer sis of the system. 
The team needs to communicate training requirements and 


also ensure that plans are being made to maintain the system 
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mec Es operational. Users must be especially careful 
momexplaim to the designer why the requirements the team 

Bas requested are necessary. This will prevent the designers 
trom feeling that the attitudes expressed by the user's are 
MER ly capricious. The users must be able to research prob- 
lems for the designer and test alternatives within their 
Seueerganizations. In short, the users must become a source 
of knowledge for the design team. 

Last, and perhaps most important, the user team must 
Mime” the criteria against which tne developing system will 
be measured to ensure that it meets the needs of the organ- 
meaeionm and will do what it is designed to do. These are 
Mimemeriteria that will be used in the acceptance testing 
Mess. Pressman has developed a checkiist that the manager 
wense to assist himself in ensuring that the user contacts 
Me aking place, the process is going on is understood, 
Mie rterent player's roles are identified, and the dialogue 
E ien 1s serving 1ts purpose [Ref. 56: p. 37]. 

During this time, a second user team (implementation 
mean). must spend its time developing a plan to bring the 
eee em into the organization. They must make detailed plans 
nevery possible contingency in implementing the system. 
Ea easy Tor either the user, designer, or developer. 
But effort spend at this stage will facilitate impiementation 


meecrtly the parties are all aware of what is expected 


oS 


of them and know what to do when something goes wrong, they 


can guard against problems in the implememtarron phase 


B. THE APPROVAL PROCESS 

In most organizations, an additional effort must Dedica 
on at the same time as development: gaining approva Mo 
ceed with the development effort. In government activities 
this is particularly important. Activities within thew 
are controlled by Navy and Department of Defense regulations. 

When the first commercial machine was sold to the Census 
Bureau in 1951, the market projection was that only approx- 
imately a dozen would be sold by 1970. This vast underestima- 
tion was to become the first problem tor the industria 
1977 the Navy was estimated to have over 11,000 computers. 

As government investment and dependence grew, Congre meom 
concern also grew. This led to statutes in 1905, cornea 
ively known as the "Brooks Bill" after Congressman Brooks 
of Texas. Under this law the responsibility to control tHe 
economic and efficient use of automatic data processi mpa ai 
government was divided between OMB for policy, the National 
Bureau of Standards for uniform standards, and GSA for pros 
curement activity. While the announced goals of this act 
were considered laudable, many in the industry saw the dee 
as an attempt to prevent a monopoly by IBM. 

In the Department of Defense the two basic directives 


are DOD 1410.55 and DOD 1510.44.” ThHe*respons ile 
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che Navy 1s the Assistant Secretary of the Navy (Finance 
a@aeeManagement). The basic instructions are SECNAV 5236.1 
we OO These control procurement and approval, re- 
een ely Supporting these are a library of specific 
Mrseructions at each echelon of command. 

Miesmost important fact that a Navy manager needs to be 
Eee of is the dual set of eee eee Meu Separate 
Mi eesses are followed for approval of the system and the 
Mmametirement activity. An entire bureaucracy has been developed 
w e ew proposals, ensure the correctness of plans, and 
prove the activity. 

Bes atsetort the continuing changes in technology and 
Memeressional attitudes, a manager is advised to get a cur- 
mame opy Of these basic instructions and any other that 
Mate to the project. After a thorough review, the manager 
wa Contact the approval authority at the command echelon 
for advice and confirmation of proposed actions. To know 
equipment 1s currently covered, a copy of the current 
Nana GSA definitions and a copy of the appropriate GSA 


Msehedules'” should be requested. 


E. SUMMARY 


¡Te user must provide a design support team of quality 
EMO Ses to work with the data processing department 
in developing a system. 

m ae eand the fear oi change are major players in 
successful systems. 
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The user iS responsible for the system developed 
must play an active role in the development procesan 


The proper time to torm the implementation team 
during the designing effort. 


All systems require management approval. 
The Navy approval consists of two separate processes: 
a. Approval of systems development 

b. Approval of contracting for hardware or software 


Navy approval is required by Federal law. 
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IX. IMPLEMENTATION 


A. THE TEAM AND ITS LEADER 

The first issue that a manager must face with the imple- 
Memeatlon 1S Obtaining an implementation leader. The users 
will need a leader that they trust. The leader must be 
respected by the supervisors for his knowledge of the opera- 
“on and his sense of fairness to all elements of the organ- 
ization. Second, there has to be a plan to support the 
mieebementation and a second team of users to work full time 
Aa dedicated staff to support the implementation. This 
team must have been picked early in the development phase 
so that they will have had time to start the work and have 
memaccomplished when the system Pc lie team must 
be sure they understand in detail all of the tasks that the 
a tem will require them to do. They will need to be able 
momecentity the skills required to perform these tasks and 
Mide a realistic estimation of the duration A amount 
of manpower necessary to accomplish then. 

mierteam's tasks should be ordered by what is mandatory, 
what is necessary, and what is merely nice to have. They 
need to identify which tasks must be done concurrently, which 
mire to be done first, which can't start until others are 
Completed, and which tasks can be done as time permits. They 


im@otealso determine how the changes in the organization's 
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work plan are going to be accomplished with the new work 
plan. The new organization must ype detined sand apples 
for it obtained from management. SOperaduine poled comin 
be established, conflicts between policies must be located, 
and the project must De monitored to conte emo Specific 
objectives, procedures, schedules, and work plans must be 
developed. They must define milestones, arrange to have 
resources allocated to meet each of these milestones, and 
make sure these are supported by agreements and commitments 
from the parent organization. They must have trainings 
be able to accomplish all of this as well as training on 
the new system. Their plan must identify who in themonmo mi 
ization is going to be trained and who will do the trams 
The team must anticipate all the potential conversion prob- 
lems and develop alternatives for dealing with them. After 
all of this is accomplished, the manager is ready to De mi 
his checklist. A typical checklist might look like the 
following: 
Io “SOPTWARE 
a. Does it meet all of the mandatory of the origin 
requirements document? If not, where is it Shoes 
and is it acceptable? 
b. Which are the "high risk" components (those things 


which are new, untried, unproven, or which require 
a high level of skill)? 

c. Does the software have audit trails? Are these 
trails available and complete eL Tone Rana 
trails can someone determine who did what and when? 
(If there is no before-and-after picture to ident emp 
the problems and the source then the audit tral EiS 
not complete.) 
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> 


Are all the necessary controls, checks, and balances 
IIS Sem or kin Noes the system prevent 
Panas ico DEIng run out of sequence? 


HARDWARE 
ete storage Capacity sufficient? 


Woes the vendor have a support team to help during 
che implementation stage? 


Haea an aa man enance program been established 
Ma ae ee peab lentom the vendor and the operating 
Menos e nre planaso d ensure that maintenance 
De a a a Vendor reels coniident 

that the hardware will work. The maintenance must 

Dos aid lei oa tico tt interfere with 

the pertormance of the work being performed by the 
operating personnel.) 


en emare Communication links, are all the links 
in place and working? 


TESTING 
Has the testing program been completed? 


Have all back-up recovery procedures been tested 
auld Vitiatreecdmby theractual users? 


Have real useripersonnel been allowed to practice 
AARO their required activities? 


SECURITY 
Has the security evaluation been completed? Have 
all security procedures been implemented and are 
ime UsensS trained to use them? (See Chapter X) 
DOCUMENTATION 
ieali ether documentation written? 


Is all the documentation current? 


Do the user personnel thoroughly understand and 
eenpremend dil ont the documentation? 


Are sufficient copies of the documentation available 
for everyone who has any need for the documentation? 
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e. Does the developer have a trouble-Shooting team 
ready to assist? 


O, FACETS 


a. Is all the electrical equipment ace aa 
there sufficient 110 and 220 volt outlets avalan 


b. Has the amperage been checked to ensure that there 
1S SUffLiIC1eNne yamperave™ in ve ae mmesmne lene 


c. If telephones are used, has the PBX been checked? 
Are all the necessary private lines in place @and 
operational? 


7. HEATING AND AIR CONDITIONING 


a. Is there sufficient Capacity in the System {omen 
normal number of people plus all the new equina 


b. Is the ventilation accurate and adequate, “amaia 
there sufficient air flow to ensure that fresas 
is- available: 


8 OFRER 
a. Is all “the = iaiys ed #imlo Oat ine a nen p alee ms 
b. Has static control been implemented 


c. Are the access controls and fire, Safety, amd 
security measures ready: 


d. Has all the furniture arrived, and 1s 1t 10 E 


e. Is all the conduit and cabling installed and manc 
ona Lepe 


f. Is there a 30-day supply of material on hand? 


g. Has the I tehntine wbeenechecled: 


B.- THE ACCEPT ANGE 
Once all of the items on the checklist have been checked 
and double-checked and everyone ls Certain that thew stem 


is ready, a manager may feel Chat success is at nana. Ne tive 
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Abe further from the truth. Now is the time of greatest 
potential for failure! No matter how well a manager has 
eeeeeuted his plan and followed all traditional procedures 
Mac ain acceptance and create a sense of ownership and 
Mate 1pation on the part of the user, there may still be 
escale resistance and rebellion. 

meme nod to measure and forecast the potential for 
Bme tance is to compare the intentions of individual users 
OO users versus designers [Ref. 54]. When everyone 
has similar intentions there is less likelihood for resistance. 
o e diverse their intentions, the greater the likelihood 
mom resistance. 

imesomiesistance traditionally starts from an argument 
maemecitrctency versus effectiveness of the design, the loca- 
mon Of the system, Smee ome  cihemrce Cie the system. In reality 
mm@enwissue 15 political. By changing access to information, 
byeeredetining what information is available or who has ac- 
Ness to information about other parts of the organization, a 
Mewesystem can threaten and change the power structure in the 
organization. 

ect manager needs to be aware ate EN e 
Ie tommed all che traditional rituals to gain system 
Meeentance, he still has to ensure that he has not upset the 
mewer balance in the organization. The aia to De sure 
Ehat there will be no upset of the power balance is to make 


ie that management 1s fully supporting the project or 
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manager or that the system fits the existing power Sto ie e 
A manager can reduce the risk of resistance by designing the 
system to fit the existing power structure or by hav ini aanne 
organization support him in redefining power within the 
organization. The last thing he wants to do at this poms 
is renegotiate. To negotiate now will weaken the de om TE 
the system. The choice of working with orkerne Ee 
organizations' power structure should have been made early 
in the definition stage, and it is too late vito compro 
now. Implementing the system now will be much easier than 


trying to negotiate the power structure. 


Ce THESE 

During the start-up period, many unexpected things Can 
happen [Ref. 51]. To counteract this, extra resource SE PREE 
be necessary; extra operating staff, maintenance Stati vag 
technical staff must be made available. Extra equipment 
spare parts, and material must be available because when 
people are learning there is the potential for break-down 
of the equipment. People who are learning a new skill make 
mistakes. All of these extra resources require extra budget 
and extra times 

The organization during this start upi ermo dE 
different from normal. The design team will still existe. 
will the user working group, but now the implementation team 


is in the foreground. lts members must De able £o exere 


Oz 


Paani ivence within their respective organizations, and they 
Meer be self-initiators, problem solvers, very knowledgeable 
[mene Operations of their organization, and able to look 
Ie Das Dicture. Ihe members of the implementation team 
Mabe removed from the control of their original super- 
Visors and allowed to devote alli of their working hours 
memes project, without having to worry about the work they 
met behind. 

burlding such a team 1s the job of the implementation 
memeleader. The manager then uses that team to teach the 
Rent organization about the new system and the roles of 
fremindividual members. The implementation team must re- 
wat exhaustive and detailed training. This training takes 
meme. therefore sufficient time needs to be available before. 
Bieminplementation begins. In fact, the start-up team should 
memoesced aS guinea pigs in the development process. They 
be the ones to find out if the screens do not look 
M Oor il the documentation procedures are understood as 
M This “guinea pig'’ role gets them up on the "learning 
Mae raster than 1f they are taught about the system after 
mompletion. 

Mine ne start=u4p time, line management must accept a 
Mampara Loss Of prerogatives. lts ability to influence 
control the activities of the organization cannot be 
tve dato interfere with the activities of the implementation 


Zone inc appropriate management style to accomplish the 
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start-up is a Supportive one. Only after the implementa 
has been completed and the system declared operationalea wg ma. 
the management style be allowed to return to whatever is 
traditional for the organization. The Start-up team wae 
need to be able to use conflict management within their own 
team to resolve problems. They must accept conflict amko 
themselves, resolve it, and set a course, because there is 

no time £o0y any Othe eippiode.. 

A "stress monitor" needs to be associated with the im- 
plementation team, but not part of the team. The stress 
monitor will be able to tell the team leader to "back off" 
when he is pushing too hard or to provide encouragemenueue 
the team when they are getting ready to give up. This stress 
monitor can act as liaison between the team leader, the 
project manager, and the parent organization. This wiii 
protect the team leader and the project nagar from intense 
grilling by the line management. “All paptives need tome 
informed of what is happening, but getting information. from 
the team leader and the project manager only adds an extra 
burden, one that the stress monitor Can perform equally eee 


Secrets at this stage cannot be allowed. 


D. DATA CONVERSION AND COLLECTION 
The third major element during implementation is the 
conversion and collection of data. Additional stair crema 


in-house or contract, will be necessary to help support oiai: 
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Meet, 53: p. 174]. Whether it 1s done by terminals, batch 
Peeeessing, Or computer conversion, there will be a tre- 
mendous workload associated with converting existing data to 
fit the new system. There are some basic rules associated 
meth the collection of the new data that will be available 
with the new system. Do not scroll forms; use multiple 
Maumiioeinstead. Keep forms simple. Avoid clutter. Display 
emnes logically. Use English language commands. Avoid 
w cial spellings and terms. Data processing can be more 
mectrate, more cost-effective, and more reliable, but it is 
far less forgiving than manual systems. 

source data entry -- the one-time capture of data at 
ai cla! source -- 1s cost-eftfective and is much more 
wely to provide accurate information. It is the users at 
mies. point in the organization that knows the most about 
adata they are entering [Ref. 10: p. 220]. 

The turnover of a new system to the users should be a 
Ee Announce the new system and glorify it. Show every- 
one how it works, show the complete documentation, show how 
to request changes, show how to evaluate its performance, 
MON Now to improve response time. If this information is 
memeprovyided to the users and provided at the beginning, 


even good systems can fail. 
E. SUMMARY 


1. Picking a trusted member of the organization to lead 
rem l ementa ion team aisia vital step. 
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The implementation team will plan the process Moni 
the progress of the development, perform the acceptance 
tests, and recommend when the system is ready for 
COVEI SONT 


Acceptance will largely rest on the impact the design 
has on the organization's power structure. 


Start-up will be a period of high stress for al Pan 
pants and must be monitored carefully. 


Data is a major element of implementation, and eee 


of the volumes involved will require extra peoples 
process. 
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fee PROTECTION 
While security is a housekeeping function, it is of 
a ticantly greater importance than most, and it warrants 
separate treatment. Questions to be considered are: 
meeerow secure is the computer? 
How is it vulnerable? 


hat would be the cost if the Computer were non-opera- 
“nena! for a period of time? 


¡NAS actually management data, not the computer, that is in 
real need of protection. It has been suggested that only 
Not the Crimes involving management data are ever 
AMS covered. 

mp mental threats can bermet [Ref sl. Answers 
me lude een control, managing and separating duties, 
Doe ical and administrative controls, locks, off-site dupli- 
eseon of data, and training and quaiifying a staff that 
m bored or prone to excessive errors. System soft- 
ware and application software should not be accessibie to 
Giewcasual user. Methods of Communication security include 
pesminal identification, encryption and passwords, and post 
MapecsSilo or record reviews of who did what. Interactive 
Meecessing, however, poses problems for which no solutions 


moe yet been devised. 
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A recent American Bar Association survey of 285 companias 
and public agencies foun@™that 255 nad suttereds known 
verifiable losses amounting to as much as $750 million 
dollars due to computer crimes during the 3past ) car meee ee 
on this and other studies, aduthoritices iae cstiimated 
national annual losses at approximately three Dillion iDP 
One expert says [Ref. 58] 

Bonnie and Clyde were in the wrong business. The ayvemwe 
bank robber nets $20,000. If caught he has a 90% chance 
of being prosecuted. DE conyicted Me a5 sagen to sec cee 

up to five years. The thief wno pulls off an eleccion 
funds transfer nets an average of $500,000, has a 15% 
chance of prosecution, and if convicted faces omiy aomi: 
five months belinda seam. 

One definition of computer security 1S “protect lo 
unlawful or unacceptable actions or events affecting sen. 
computing assets, 1.€., the assets of the computer Comp iN 
and the information or data processed and or Stored Piy Samim 
complex.' (Ref. 38]. This definition includes not ju] tee 
legal, but also unacceptable, acts, such as mistakes cau mi 
by lack of proper procedume> seme ao 

Computer security involves the assets of the ent iie eson 
plex, the value of lost machinery or hardware, and the wt 
it takes to repace 1t. Settware and oecumen ea temeed Te 
virtually irreplaceable unless copied somennene eo pls 
are normally safe in the computer environment, but, in the 


event of a fire smothered by carbon dioxide or similar agente 


people need to be protected from tne extn ano Te 
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indeecntab lemon uitecalwacts are defined in six categories: 
meee vesteruction of data. The information is often tampered 
cor personal Pain Fraud is very easily perpe- 
ice Jel libhe Very ahard tomdetect. 


Te rruptrion Or "service tor prolonged periods of time. 


fee inadvertent release of proprietary or personal data 
iiemwdine Privacy Act violation. 


4. Theft of software, data, or documents. 


me ral or physical causes, including fire, flood, 
camunquakes, and power failure. 


6. Equipment failures. 
cit plan imeluding procedures to prevent all of 
miewabove problems should be devised and implemented. Pro- 

Mes should be tested to detect failures. There should 
memeomemicency plans in Case the prevention or protection 
measures fail. Critical systems and components should be 
nea and a means to replace them or temporarily operate 
iyeean alternative means or in another location should be 
eeaeablished. 

The manager needs to remember that the computer is in- 
mocent; it will reveal anything it knows if asked in the 
meet way [Ref. 60]. Modern dispersed, or distributed, sys- 
tems cannot be locked up in a room in the way that earlier 
tems were. Steven Walker, a consuitant in the Department 
memeber ense, suggests that we need to be abie to get trusted 
systems (secure systems) from manufacturer's without having 


to order a system specifically designed. Increased use of 
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distributed systems clearly raises problens Tok mauthe nme 
tion of users. Current methods rely on easily obtained 
tokens, either physical or ephemeral, such as passwords or 
protocols. In some ultra-sophisticated systems we arcu mE 
combinations of voice patterns, cyeball patterns, ana a 
prints for identification, In the tuture, weeare coins 
have to rely on easier-to-use bút more strinmgent means muii 
as signature authentication. 

A recent study done for IBM [Ref. 61] found that aon 
248 users of the signature system berne tested ea ticws sae 
failed to accept less than 2% ot thesvalTdistienaturs lA 
failed to reject less than 4/10 of 1% of the invalid sia 
tures. Clearly, this is not adequate for our security sys- 
tems yet, but it is getting close. Many commercially available 
sytems will provide the level of security needed in the normal 


routine business Syst emg 


B. COMPUTERSCRIME 

Computer crime is probani Ee etine g most attention in 
the computer Security area. “However, it is the protec: mam 
of assets such as hardware, software, and data that is most 
often at stake. HR-192, introduced by "Representa t io 
Nelson of Florida [Ref. 62], would make it a crime to illegadiy 
access or damage a Federal computer. It wouid also make ms 


crime to use or attempt to use a Computer with the intents 
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execute a scheme or defraud or obtain property by fraudulent 
pretenses. It would also be a crime to intentionally damage 
Ao mputer covered by the act or intentionally deny the owner 
meeess tO the computer or computer-stored information. The 
meaty would be up to five years in prison or a fine of 
$50,000. 

M eee lation goes om to define a computer as an 
e onie, magnetic, Optical, hydraulic, organic, or other 
speed data processing device performing logic, arith- 
MEE. Or storage functions. New language in the bill also 
mierudes im the definition any property, data storage facility, 
communication facility directly related to or operated in 
Som j}unction with a computing device. Knowingly submitting 
enee information to a computer operator would also be a 
Mime. This legislation excludes hand-held calculators and 
Mames computers that are used exclusively for routine personal, 
Rey, cor household purposes. It excludes automatic type- 
Mmeeters £Or typesetters. If the user dials up another computer 
RO his home computer with criminal intent then he stands in 
jeopardy. This would go a long way toward solving the 
Mamita aspects of computer security, and used in conjunc- 
wo with security plans for physical protection it can pro- 
vide a comprehensive security plan. 

Mustens e rgeant Alfred Foster . from the SSI Office 
ceca Force, recently provided a list of how computer 


fraud, waste, and abuse are committed [Ref. 65]. He suggests 


that the greatest threats are ADP auditor: ye. cen compu UAE 
security managers, data base administrators, and managers, 
because of the amount of knowlledce Che) Suis ess cae 
threats come from computer operators, data entry andas 
date clerks, operations managers and supervisors, and sys- 
tems programmers, systems maintenance personnel, and 
programming managers and supervisors. Limited threats are 
communication technicians and engineers, Janitoria eae 
maintenance personnel, magnetic media librarians, functo 
area media librarians, and terminal maintenance personnel. 
The typical computer criminal or abuser, in addition toma 
ing in one of the above-listed positions, generally ha m 
found to fall iInvoneserweinec eas coerce... 

l. He is between 18 and 46 years of age (average ace MA 


2. He its among the most highly skilled and highest mo 
forming Cechn tetams emis Pst ic ce 


3. He is generally overqualified or Miss O 
overly qualified employee tends to become frustra 
and bored, which leads to searching for ways to bene 
utilize his skills. Nearly 75% of all offenders sige 
been highly experienced professionals, and almost 50% 
of that number were in managerial positions. In most 
instances, the offenders committed their crimes while 
engaged in their regular duties. Here 1S how Chey 
dorit: 


a. They manipulate data by changing the code ingen. 
regular computer instructions, which causes tie 
computer to do unauthorized things when certarg 
conditionsrarc met: 


b. They take very small bits of assets from a large 


number of sources or accounts and transter them 
to another one. 
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SA Le Ras truetions to a program that will 
Eausewume Computer to perform abnormally or 
malfunction. 


(ee lievy adds pecial instructions that interrupt 
tie TteOUuemcmecdvabiltties Gf the program and 
Aso ter iaa were planned. 


A E pac cae code what is called a "logic 
bomb,' so that when a certain set of conditions 
isetetmtlcmeanputenswall'suddenly erase its 
memory. 


P OME MelpetmatOrsmscOoop Up intormation found in 
tit Hee a eaa bon paper: left behind after 
AOE Enae DECE er ced Onmmremove Gata Or copies 
of data from the completed job. 


PREVENTION 


Moral computer crime can be stopped with a few 


mole precautions. 


i. 


Passwords should always be more than 4 letters or 
Sale tens lone. (his makes the possible combina- 
wawe o large that it as very difficult to guess the 
G@orrcet one. Passwords should be changed immediately 
Dpoimousoleciron that someone has obtained access to a 
plot either unlawtulltAor inadvertently. Pass- 
Non ds should be changed at least every six months. 
isso ud mo meant connected to their owner; 
Sian unber: social ecur ity number, names of 
believes, tamllies, Or pets shoulda be avoided. 


eomp üters Can beeprocrammea te Geter da penetrator by 
slowing him down and causing him to wait a period of 
tame it he makes a mistake inserting his password. 
This can be frustrating to the honest user who makes 
omie take but reduir inene penetrator to wait five 
e e ndS between cach attempt foils automatic 
Mit@iaspeed CidlingmdeyvteGecetidGeare now being used 
MONO MEE e codes ene aller can be limited 
Coa ee wrong pUe Senn then forced to start over. 
Computer records showing tie tame the attempt was made 
e result rote ve attempt istoula be kept. Such 
scan reveal patterns tot calls that may help track 
the penetrator down. In some Cases it may be appro- 
Patent prevent remotestelephónes from dialing into 
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the computer. 1 the computo ecc A 
identification, it can be programme dm omane Woman 
dial the proper telephone number for the authorized 


user of that identification. A secures computer 
Should not inform the caller that he has made an 
invalid access attempt. In fact the ultimate formiko 


security is to prevent anyone from outside thems, cama 
to dial ante aie 


As another measure the computer owner can program his 
system to trace telephone calis and record where 
came from so that after making several erroneous 
attempts, the police can investigate whether theos i PE- 
had any authority to make the call in the firsta p kiTa 


In the government, especially the Department of Defense 
and the Department ot the Navy, Sceeumity, sas em 
stringent aspects. [ne Navy's security programe 
oulined in OPNAVINST 5239.1A. The latest vers tome 
dated 3 August 1982. This document provides al EEan 
details about the Navy's security program fortin 
matic data processing, except for local procedim SE 
implementation, It applies to all Navy data processes 
ing except contractor-owned and operated or contra Tons 
controlled systems on non-government premises. (These 
fall under a separate set of instructions dealing with 
security of industrial contracting). The Insti 
encompasses all data-processing Ssecurme, +O mae 
Department of the Navy except for certain high-level 
requirements that are outlined primarily by the Naeem 
security Agency. It covers physical, administram ka 
and operating procedures, personnel, communications, 
emanations, hardware, software, and data. The IMSS 
tion applies to data-processing activities and OS 
information systems or networks. Data-processing 
activities are defined as orgcantzationa lentos 
responsible for developing, operating, or maintaining 
data-processing system or network. 


Office information systems are defined as the applicaemon 


of automated technology for document preparation, storage, 


retrieval, manipulation, and distributions imeaneont ice jem, 


vironment. These have separate security requirements from 


other automated data processing systems. The minimum re- 


quirements for all automated data processing are thar: 
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Meet ls Dewprotected by a cost-effective security 


program. 
2. It will have environmental, physical, and contingency 
plans. Environmental plans cover temperature and 


Honey a ene ae a electrical equipment, cleanliness, 

precautions against water damage, fire safety, and 

smoke detection. Physical protection includes barriers, 

access control, data access, and natural disasters. 

Teemme accreditation for a data-processing activity 
mimoivyes collecting and analyzing data for approving 
Meenorities. The Auditor General of the Navy is responsible 
moeeconducting internal audits for the Navy of all security 
MES. The Controller of the Navy is responsible for re- 
Perewing and approving financial systems. The Commandant of 
the Marine Corps is responsible for all Marine Corps systems. 
memmander, Naval Data Automation Command, approves classified 
a tems. For any special systems dealing with classified 
materials see the instruction itself for specific information. 
ives Commanding Officer of each activity has basic re- 

meonmsibility for security of data processing in his command 
A ill Rave a security officer appointed to support it. 
Sem individual activity is not accredited, it may have 
w erim authority to operate for a fixed period of time, 
Somcimecent upon certain prescribed conditions. An accredita- 
Ms cood for up to 5 years, provided that there are no 
ifeGoaware Or software changes and that there is no modification 
momene facility, and no security violations revealing flaws in 
miemsecurity plan. Office information systems must also be 


Meerected, since they are considered a subset of automated 
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data processing. The automated data processing security 
office appointed by the commanding officer will supervise 
Security for office information systems. The minimum level 
of protection in this area is physical prore ction, aoe 
automated data processing. Frequently the locked office 
with the normal protection for government oOftices SMS 
sidered sufficient, provided there is also a contingency 
plan: 

Each activity must implement a risk-assessment program 
to determine how much protection exists and how much is 
required. All new risk assessments initiated for systems 
after August 1983 must conform to this new Instruct mmi 
Appendix E of the instruction provides details on comad mann 
the risk assessment program, which must be conducted every 
five years, or sooner if changes in the system occur 
security test and evaluation must be conducted for each ac- 
creditation to determine if the countermeasures of the pia 
are installed and if they are working effectively. This 
will provide the information necessary to support the desman 
approving authority"s decis Ton onto OA 

The foregoing is not a complete summary of the securum, 
program, but only highlights some of the things that mus TREE 
done in order to have a properly Secured eys Cene OR 
most part, the manager of any project is not in a positioning 
conduct the security program by hinsel {neem tere ae 


the technical expertise of the development teami Tom Upon 
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ANecurity plan tor the system. The manager should therefore 
@emecti himself with seeing that the plan is developed and 
that the accreditation of the system is obtained so that it 
Abe made an operational system. It is this author's 
Alice that COMNAVDAC personnel be invited to participate 
in the development. 

In addition the Federal Personnel Manual, OPNAV 5501.1 
eeren eea special security investigation of all personnel 
with access to the system. These instructions are currently 


being held in abeyance but could be implemented at any time. 


D. SUMMARY 


IS ceuLTty warrants special attention as a separate sub- 
ject. 
mee Security means protection of data, hardware facilities, 


and software from willful or accidental damage and 
mapp opriate disclosure. 


m e eee or security includea protection of data, hard- 
Wimemrtaeciliities. and software from willful or accidentai 
damage and inappropriate disclosure. 


A profile of people likely to cause problems is available 
CORNE manager. 


5. Government and Navy activities have special programs 
to validate proper Security precautions. 


special security clearances may Soon be required of all 
NE personmel with access tO inioOrmation systems. 


AL. OPERATING IES volgen 


A. MAINTENANCE 

Operating the system 15 primarily a matter of maintenameee 
which breaks down into, two parts: the maintenance function 
itself, which could more aptly be called housekeeping, and 
on to perform these services. Both are 
critical; in fact, given a normal life of about eight ee 
the cost of this effort will exceed the development costs by 
approximately 50%. If the lite of the System is extend 
much beyond the normal eight years, the cost of using the 
sytem may well be double that of the development costs. 

Maintenance of hardware means taking care of the equip: 
ment in a scheduled and routine manner to ensure that it 
oer E properly. A manager should make sure that the 
schedule for maintenance does not interfere with the Seheqdte 
for supporting the users. Maintenance Of the sy stent 
ware is usually provided by the same vendor who provides the 
hardware. This normally consists of making changes in the 
operating system to solve problems discovered cent 
operating software was provided. Part of these changes uaa 
a conscious evolutionary program on the part ot the venden 
to move from one set of capabilities.to another so that the 
transition from the current set of hardware to a new seu 


hardware will be much easier using the vendo Se qUe 


This is a part of a marketing program and may not be bene- 
ficial to the user. Therefore, discretion needs to be used 
in determining whether to go along with proposed vendor 
enges or to keep the software static. It is largely a 
mee tion of whether the user considers it advisable for the 
stem to evolve or remain as is, which in turn depends on 
freetype of applications being supported. 

Pareand away, the largest portion of the maintenance 
Srrort, though, is supporting the user's system or the ap- 
plication software. This is one of the biggest expenses 
ime Will be incurred in the life cycle of the application. 
Mere are three general categories of this kind of 
Maintenance. 

A tely 255 Of the effort will be in correcting 
Mmamers in the original programs that resulted from misunder- 
Standings or misstatements of requirements. About 25% will 
ennn adaptive efforts to change the system because require- 
wne have been changed by outside forces. For example, 
there could be changes in the tax law that would result in 
emaneeS in the way payroll is computed. The remaining 50% 
ci nl enhancement These are Changes that are discret- 
wa but will frequently pay tremendous dividends. On 
the average, 70% of the programming statf at any data- 


processing organization will be devoted full-time to doing 


Software maintenance. This is one of the primary reasons 


tee 


why there is so much reluctance and resistance in ADP iam 


ment to changes. They are swamped with changes. 


Why is all this change necessary: lLenmang@escripe>c sms 


in a series of laws. He suggests that 


ve 


There is a continuing change in the environment a 
program operates in, and thus either tie sprog ranmene 
changed in order to keep up with its environment sesseme 
becomes progressively less useful. 


As these changes are made to the program, the original 
design plan begins to deteriorate. Modifications 
here and there gradually destroy the dynamic de SSi 
OLEO r amk 


There is a rate of change that can be sustained (imam 
program and if you try to change the program taste 

or put more changes in the program than can be Misa 
at any one time, it is going to induce more errom 
than-1t does Corre tionn 


There is a tendency to assign programmers to "heni a 
a project because they have a coupld of days faeces 
which does not add anything to the successful program. 
There is a limit to the amount ot change that cantas 
pen to a program. The content of successive Change. 
or releases of an evolving program is statistically 
invariant, and beyond a certain amount of Changes, 
major redesign becomes necessary either to rewrite 

the existing program Or write a neweproeman. 


What kind of control should we have on this maintéenameew 


Obviously there has to be a Change-control spyceedii ee 


users group should review proposed changes and decide whether 


they are affordable and whether the benefits excescd tre sea 


This group may be from management and Called a steering cage 


mittee. Maintenance changes should be done on a planned 


schedule and not haphazardly as the programmer happens to 


get done with a piece of coding. There should be «separado 
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maintenance staff. There should be an effort to recognize 
airteinereality the maintenance programmers are more critical 
and more important to the successful operation of the organ- 
emon than are the “glory boys" doing the new work. 

Actions can be taken to minimize each of the three cate- 


Pories of maintenance. 


1. Corrective maintenance can be minimized by following a 
good design plan. Data Base Management Systems help 
minimize change. Using the same logic in more than 


ene program helps. Using high-level languages such 

as Cobol and Fortran instead of assembly and machine 
Mime mases also helps. Structured programming, defensive 
programming, and maintenance audits are all techniques 
the programmer can use to reduce the need for correct- 
igen ind inecnance, 


2. Controlling adaptive maintenance is principally a mat- 
ter of knowing what the system does, having fully docu- 
mented programs, and carefully deciding when and why 
feGamaie te 


fee retectivye Maintenance as a Matter of using a prototype 
for testing to be sure of what you want to do before 
NI Keep user documentation up to date and 
on ide user training. (Often, Changes suggested to a 
program are made because the user does not know its 
existing capabilities.) Change-control procedures, 
Sans users for changes, and Using a scheduled 
maintenance plan all help reduce the cost of these 
Sos. FactomsMwhich tema to drive up*the cost and 
the amount of maintenance effort are system age, size, 
woran complexities, Numper of reports, and poor 
documentation. 


Poecumentation comes in different Kinds, sizes, and shapes 
mentor Many different purposes. Documentation should in- 
emeen Operating procedures in the computer center itself. 


WWat 1s to be done, when, and why, particularly in emergencies? 


Peemmentation should also include data entry procedures, and 
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how the users use the system, what they canso eann 
way of reports, and what information is provided by the 
system. This information is useful in the area of training 
also, because documentation for the user becomes the back- 
bone of any training program. 

Training has to continue after the installation. Some 
people do not receive the training during tie ins © alae 
for one reason or another. Training has to be provided 
new users when they come into the organization. Retraanane 
of existing users is necessary periodically to ensure that 
they continue to use the system properly NAS 
also necessary whenever changes are made to the system. 

Configuration control means keeping the system stable 
the way it was originally before changes were proposed and 
keeping track of approved changes and progress in implements 
ing approved changes. Any change can affect the system and 
must be done carefully, with forethouch Pnn sea 
thorough testing to make sure that it doesnot inpac Maned 
interrupt support to the user. A team of users and members 
of the data processing community should discuss and evaluate 
all proposed changes. Once these changes have been approve 
by management, based on the team recommendation, there should 
be a formal means of tracking their status and ensuring tiie 
they are thoroughly evaluated and tested. A set of written 
procedures should be drafted for everyone involved in the 


system, and these written procedures should describe how 
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changes are suggested, reviewed, evaluated, and approved 
nomeimpbementation. The actual implementation of each 
meemec Should be a miniature process in parallel to that 
which was done to implement the whole system. 

Eea ea S COV ered in aT document called "Ihe Federal 
Information Processinem Candar ds Publication 11-1." It 
muerdcs data-processing personnel with criteria as to what 
mercliable and how to measure reliability. It deals with 
e probability that the system will be available when it 
is needed and will do the job it was intended to do when 


it is desired to have it done. 


B. THE ORGANIZATION 

lite shousekeeping Organization tor an information system 
Meud look something like figure 5. In this organization 
eae individual data bases and their operating systems can 
wont either to the data administrator or to the functional 
esenea Con. It is the opinion of this author that it is 
daer tOo have the individual database administrators report 
Maen functional managers. This will greatly complicate 
mmemdata administrator's life but will maintain the service 
Siientation of the data base administrator towards the 
Moc tional area that they are supporting. 

The information systems manacer has overall responsibility 
mathe three techniques that are coming together in the 


modern office to support its operations: communicators, word 
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processing, and data processing. sits 9) Oo Uc Sus that 

all the equipment can communicate and that a common language 
is used throughout the system. The information system manages 
or resource manager must understand the organization and be 
attuned to its mission and its objectives. He must be sensi- 
tive to the ethics and personality of the organization and 
must understand the interpersonal dynamics of the orgari 
tion. The individual must have credibility, must understand 
the needs of the users being supported, and must avoid all 
appearances of empire building. Me needs to beed nate 
politically astute individuúal respected Enron MOE 
organization: 

The data administrator's role is similar to that Hor San 
data base administrator; however, his perspective 15m OmMESi 
total organization and not toward any one functional enk mei 
His role is oversight of the data base administrator LIMA 
relationship to the total organization. He must manten 
the master data dictionary for the organization. He iS 
key to gaining many of the benefits so often promise ara 
not delived by data processing. He must also be politic Ei 
astute and able to work well with people throughout the 
orcanizatronk 

The individual data base administrators Supporting. tiem 
individual functional areas are responsible for establishing 
each data base, maintaining .it, controlling themexpans Tonie ma 


deletion of data, dete tii: and correcting errors Jeanne 
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data, providing retrieval capabilities amd saeco st ioe 
user. He must maintain Security, maintainer cee Vc mare ae 
ability, manage the system analysts and the application 
support programmers, coordinate with the user, maintain the 
data base management system itself, and monitor the per- 
formance monitoring of the data base. 

As commercial packages and centrally designed systems 
are used more within the Navy, the rolero menea e 
administrator is going to be complicated by the problem of 
responding to the external design agent. He must maintain 
an understanding of the technology as well as the functum 
for which he provides the support. He is responsible tome 
data administrator for coordination, interface connec tiimi 
and standards commonality with the rest of the organiza miom 
He is respon aR his functional manager for providing 
the service and support that entity requares sand heme, 
be responsible to an external design agency tor malta EN 
uniform standards between his data base and other database 
at other locations supporting the same tunctions. ee 
virtually an impossible task. 

The data base administrator will have oe programs 
mers, and operators working to support his data base. His 
most senior senior analyst will gather facts, analyze the 
problems of the user, assit the user in defining needs and 


preparing requirements documents. These documents must be 
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understandable both to the user and to the programmer 
Mes ponsTblte for preparing the response: 

PaOcmanmer SeGcOnvemustne Senior analyst’ S$ design into 
computer code. Some senior programmers may do limited 
em@aisis. A senior programmer Should have an analytical 
fceand Exhibit attention to detail, the drive to complete 
go), patience, and perseverance. A university back- 
Bound 1s not required. Many good community colleges and 
trade schools provide equal or better preparation for com- 
puter programmers than a four-year college education. 

C ep resentative primarily concerned with problems 
in dealing with the data base is required. This representa- 
mye needs to have a thorough understanding of the data 
eee and its contents to fulfill his role as a liaison 
between the data base and the user community. A large data 
bese, if it 1S not centrally designed, may also require 
System programmers who have responsiblity for supporting 
the data base administrator in his role in monitoring and 
fine tuning the data base design. 

Im the Federated approach, operation of the computer 
ween may well be contracted to a computer center, the 
Mera trons center, shown in figure >. This relieves the 
functional manager and the data base administrator of many 
of the mundane housekeeping chores related to hardware 
nea tenance,. These contract operators work tor the data 


mace ddmilistrator but dare more efficiently administered 
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by a central organization providing 42 poolMotetalch tame 
support the various data bases as required. 

Alternatively, this same contract system could be em- 
ployed for the documentation library of the individual 
data bases or, if warranted by the size, complexity.) deme 
and volume of the data bases, they may be assigned to the 
data base administrator's staff as full time personnel. 

The organization is responsible for the Computer Systemi 
communications network. An organization cannot afford 
competition between communication systems; therefore, there 
must be one communication system for the organization under 
the responsibility of the information systems manager ÉS 
signed and supported for the entire Organization. Undc Ee mESS 
individual there may be telecommuncation analysts, eleccions 
ETE and contract speciai: 

The service element of this telecommunications organiza- 
tion is composed of three parts: computer center operates» 
a support group, and an application group. “ihe compute 
center operations group will be responsible for operat moa 
central computer if one iS maintained by thelorganiza komi 
Given the Navy's current move toward individual computers 
and individual DBM systems for functional areas, it ma) abe 
responsible for maintaining the operations of those indiv miui 
computer operations as well. The e center should 
contain operations personnel to run the hardware, an applied. 


tions documentation librarian who provides copies of the 
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application programs to the programmers for maintenance when 
required. The documentation librarian must ensure that all 
documentation is changed before implementation of any pro- 
meam changes in the application library. If a data or tape 
library iS maintained also, a librarian is required to 
maintain them as well. 

iiemeoupport organization is responsible for providing 
mpmmtenance services to the Information Systems Manager 
Mitre entire inforamtion system and all the users of that 
System and its components. Centralized contracting for sup- 
port from various vendors for maintenance efforts is fre- 
ene ly considerably cheaper than individual service calls. 
The support organization should have a facilities manager 
Mmeeponsible for routine functions such as air conditioning, 
emeetrical supply, raised flooring, and secured doors. 

THewADP security officer may also be located in this 
mapport group. This individual should be experienced in 
meming, tO provide continuing education Opportunities to 
the members of the information systems organization and to 
the user community. Someone with an understanding of human 
metos should be included in the staff. A statistician 
Maybe assigned to the organization, and the responsibility 
mommaimtain standards may well reside in this position, 
immorder to insulate the position from the influence of the 


various organizations that must comply with the standards. 


The third element of the Service organization ISa MEE 


Lions , {respons ab! 


e for programming support. The app ICA 


organization should be composed of three types of personnel: 


analysts, programmers, and a metrics or veritication and 


validation group. 
track and estimat 
the esting. eve um 


products: 


The metrics group primarily is usedi 
e costs of development. It also oversees 


fication, and validation "ot andan 


Some organizations are sufficiently large that a Teseo 


and development g 
tems manager. Th 
concepts and may 
Prole tero RCNE 
ganizations this 
group -and placed 


to challenge tite 
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roup is resident under the informat ionik panis 
is evaluates new software, equipment, and 
also be the focal point for prototypes maa 
future. In less technically advanced or- 
group may be separated from the informa muam 
under the protection of a Sé€nior Offense 


regular organization to try new technolo 


maintaining an information system usuales 
deve VoOpiienG coat 


includes taking care of the system to piii 
problems. 


covers hardware, software, documentations 
intenance is correction, change, or enhameee 
long the useful Tife ofti Eoy Ceme 


cent of most data processing organizations 
to maint once 


6. The information system organization must ibe desm nEn 


to SUpport 


this “et omnia 
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elie CONGEUSIONS 


A RESPONSIBILITY 

MS eres ponsibaiaty o tche management of the func- 
al element of the organization converting to the auto- 
[Mmrenme bo actively Oversee the entire project. Responsibility 
technical ettort in support of the project can be dele- 
Bea to the data processing organization but even this aspect 
Mao timately remain the reponsibility ot the user 
Amwpanlzation. 

Its organization nas the necessary resources and 
Me ople who understand the complexities of the problem. 
meearestme poeple that will benerit from or be subjugated 
the system. 

Eo ro cess ins 1s da technical tool that can facilitate 
e operations of an Organization. The data processor knows 
TO. use tne computer but not how to perform the operations 
meme are the mission of the user organization. An organiza- 
mmm aesigned tO provide the necessary support for the informa- 
Mis y stem must be instituted. This organization first and 
Ae most must be responsive to the requirements of the 
Peeamization. It must support the system while remaining 
fMeenmically competent and Meee ee on cele, aware of its 


mesponsibilities. 
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B. MAJOR PROBLEMS | 

The most important issues that the projcememanagen 
faces are found in the user organization itself. Any dis- 
ruption in how the individuals and components of the 
organization perceive their relations tito sine 
organization can have an adverse impact on the implementa- 
tion of a new system. Resistance to change is deeply en- 
grained in individuals and in organizational behavior. 

To overcome this resistance a numcro me tro a e 
available to the astute project manager. These tools =. m 
be employed actively and continually throughout the AS 

Of Sele prone t: 

The project manager must concern himself with the welt 
being of the people in the organization min sued 
environment in which they spend a major portion of their 
life must be designed to support amd encourages ihe permite ae 
of their-jobs. The job itself must be a desirable COMA 
that will provide the psychological) andgcoerolosted eri. 
centives to encourage the employee to provide quality 
service to the organization. The environment should pem iias 
of physical and psychological hazards, The managera me cni E 
be concernted with the how the health of the employees may aime 
affected by the system. Furniture that promotés well-being 
properly designed lighting, adequate protection devices, and 


accepted work procedures and rest periods need te be tensa 


The very newness of much of this equipment and the lack of 
Knowledge of its long-term effects on the employees require 
gevigilant, sympathetic concern on the part of management. 

ihewscars end cone rns os. employees about change, the 
iture of their jobs, and their relationships with their 
peers must be heard and addressed by the project manager. 
Jobs need to be structured to meet the needs of the individ- 
mers involved as well as the goals of the organization. 
momo should be exercised in Changing the content of any job 
meee sure the Change improves the perception of the quality 
eaework lite for the individuals involved. 

(iittmemrd Major concern ot the project manager must be 
Mire chnacal aspects ot the eftort. Tne design of the sys- 
tem must meet the needs of the IA Aa technically 
feasibie manner with a minimum of risk and cost. To accomplish 
ais part of the mission, the project manager has available 
Ms pport nim the professional staff of the data processing 
wenn zation. The primary task the manager must carry out 
is maintaining control over the project and tne data process- 
mieestatf to ensure a timely, cost-effect product designed 


mameet the needs of the organization. 
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APPENDIX A 


CHECK EISi- One Aer T eis 


Prior to CoOntactines=Pata Preeecsine 


1; 


ro: 


P. 


Have the real problems to be solved been def ami mE mmi 
rescarchedi 


Have the peopidiconcerneciii ee ma dum miniyl 


Have the reasons for the current procedures TE i 
researched andidocumen tedi 


Have all possiblemalternataycese anA CE 
TAE Eo 


Have previous methods Desniloo keda 


Have other organizations with similar functions 
been looked at? 


Have all constraints on the current sy tenm oci 
veria . . 


Have all bottlenecks in the current system and) tia 
sources been Identified. 


Have all sthevanterfaces with other yoten: Dee 
defined: 


Have all organizational elements using the system 
bec ndeme ed 


Have the consequences of change for other orgari- i 
tional elements Deen Idem medi 


Feasibility Study 


ee 


LZ 


Have the goals of the Stud been e 


Have the boundaries of the study in time, money, 
organization and subject becenkd c ne 


Have users and business analysts to do the study 
been identified and ases 
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IU 


Ei: 


D: 


C he e y sten ocen documented? 
Have viable alternative solutions been documented? 
Has a recommended approach been identified? 


Has data processing provided a detailed critique 
of the proposed solution? 


Has a preliminary cost and benefit analysis been 
NEO IE 


Has a risk assessment been developed? 


Hire tan partial solution subsets ol the proposed 
Solution been identified? 


Have all the consequences of the. proposed solution 
SUS SDE caia ent ipod? 


Has management been provided a report of the study 
and recommendations? 


Datas Processing Effort 


ile 


e evel opment ra evithi data processing been 
Cea enana a tiked cost apreed to? 


PE e redúirements defined? 

PDA Are the times defined? 

ce t er peop leru aea nd data processing defined? 
deere the PprouuGts mer thescontract defined? 

Centre (eNeuresponsloOl litres aet ined ¢ 

f. Have commercial products been reviewed? 


Demolans to be provided include: 


a Software specification and documentation 
b. Software configuration management 

C. Software quality assurance 

Peco uvamee VET ICactom and validation 


IS 


ie 


e. Software maintenance 


f. Software acceptance test 
g. Software implementation 
h. Software operation documentation 


Hardware Procurement 


a. Hardware comisura cian 
b. Hardware acceptance 
c. Hardware implementaron 


d. Hardware maintenance 


e. Hardware operation documentation 
f. Facilities requirements 
g. Security reguirements 


h. Training program 


1. Data conversion and collection, data backup mm 
TECOS 
Jj. Related office procedures and desk procedures 


Are Project Controls and Reporting Requirements 
Defined? 


Has a Steering Committee been appointed with a 
Mission and charter defined? 


Have user training and operating manuals been pro- 
vided for? 


Have all interfaces been defined and responsibilities 
established? 


Has a data dictionary been provri o 


Have system acceptance and implementation procedures 
been provided 


Has a maintenance staff Meco pame 
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11. Have user representatives been assigned and their 
ole defined. 


[2 wee oma desae andeaevelopment reviews scheduled? 
Dr eTEN i ronmene 

Ea all existing space been inventoried? 

C a exis tne egui pment been inventoried? 


3. Has all existing furniture been reviewed for suit- 
a y O a o ement planned? 


4. Have plans for remedial action on ali deficiencies? 
Been deyeloped: 


5. Has the lighting situation been checked: 
IN Control ot natural light 
Po E romiror cartiticuallioht 
ca Control of reflective lisht 
6. Have work spaces been checked: 
a. Adequate and proper light 
bD. Adequate heating and cooling 
C. Adequate airflow 


d. Adequate space including proposed equipment 


e. Adequate sound control 

7. Has all equipment been checked for adequate sound 
Sao lan, 

aye rest areas been provided? 

cas the electrical supply been checked by individual 


a SUELO adegua y: 
Organizational Environment y 


IAS colono ecn built Into the project? 


O e anizational restructuring be necessary? 


Have plans been prepared to share this data with all 
the parties co 


Have plans been prepared to mitigate any adverse 
impacts to the change? 


Has the existing power Structure (formal and intone 
been idéntitiedmand planned st one 


Have new procedures been developed where changes 
are contemplated (down to the desk level)? 


Have training and trainers been identified? 


Have manning levels for implementation and opera 
been prepared? 


Have recruitment plans for extra statíting, 11 Teques 
been developed (prior to the time needed to allow 
training. 


People Aspects 


l. Are the people informed about the project (haste 
rumor mi111beentcontro led oa 

2. Are the people regularly updated on the project 

3. Does a vehicle exist to answer questions in a non- 
threatening environment? 

4. Are any special problems that may reqress pC nE] 
consideration accounted for (bifocals whee nhai 
etc)? 

5. Have the people been informed about their employment 
PUE 

6. Have plans for people unable or unwilling to make 
themchamae been prepared. 

7. Has a stress monitor Deceit oma 

Resources 

l. Has management provided the additional manpower 


a. To cover tne user development 


bD. To provide for the implemen n one e 
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ee lO prOvideswadditional personnel, during training 
and implementation 


Has management provided for the facilities 
adaptations? 


Has management provided for the equipment needed? 


Have user personnel been assigned to the project 
e: 


Has data processing personnel been assigned to the 
pro) ect fulltime ¢ 
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